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ABSTRACT Graphics processing units (GPUs) are used for diverse applications and play a major role even in
safety-critical applications. Although performance is usually the primary focus of GPUs, their reliability has
become a major concern. One of the undesirable failures in GPUs is silent data corruption (SDC), which
causes unexpected outputs without any warning. Various failure detection methods have been proposed
for SDCs caused by faults in data units such as registers. However, effective methods for detecting SDCs
resulting from faults in control logic, such as scheduling units, have not yet been established. This paper
assumes three types of control-logic failures for a general GPU architecture and proposes efficient failure
detection methods for each type. For instance, the proposed method efficiently detects GPU-specific control-
logic failures caused by program counter faults with a detection rate of 99.5% and can be implemented with a
runtime overhead of 5.3% and a memory-resource overhead of 4.2% for a matrix multiplication application.
These methods are applicable to a wide range of applications and are expected to enhance system resiliency.

INDEX TERMS GPU, silent data corruption, reliability, fault injection, failure detection, diagnosis.

I. INTRODUCTION

Graphics processing units (GPUs) originally developed for
image processing are currently used for diverse and general-
purpose computations. They are currently used in fields
that require safety and reliability such as the automated
driving field [1], [2]. Ensuring the reliability of GPUs is
becoming increasingly important even though what usually
draws attention is the performance of GPUs in boosting
application throughputs. GPUs embedded in safety-critical
systems may malfunction due to temporal failures possibly
due to environmental noise (e.g., neutron-induced data upsets
[3], [4]) and permanent failures possibly due to aging (e.g.,
stuck-at faults [5], burnout). As for temporal failures, GPUs
are 1-2 orders of magnitude more vulnerable than central
processing units (CPUs) in terms of tasks per failure [6].
Detecting such temporal failures while systems are running
is important for preventing critical accidents and huge losses.
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Temporal failures lead to one of four outcomes: (1) no
effect on program outputs, (2) detectable corrected errors
(e.g., error correction codes), (3) detectable uncorrected
errors (DUEs), or (4) undetectable incorrect results, i.e., silent
data corruption (SDC). SDCs are undesirable since they may
lead to critical accidents and huge losses without any signs
such as application hangs and crashes. SDCs originate from
faults in data units (such as instruction caches and processing
elements) or in control logic that governs the flow of parallel
computations. Most research has addressed the detection of
failures in data units [7], [8], [9], assuming that the size of
control logic is significantly smaller than that of data units
and that failures in the control logic are negligible [10].

In this regard, recent analyses of GPU code have suggested
that control logic is relatively more vulnerable than data units
in terms of the probability of SDCs [11], [12]. Furthermore,
it was suggested that a control-logic failure could propagate
and affect dozens of output data values [13], [14], [15]. The
inability to detect control-logic failures even once may lead
to critical accidents and huge losses. Hence, there is a need
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to develop suitable countermeasures against these failures.
However, as far as we have investigated, little research has
addressed countermeasures for GPU control-logic failures.

With respect to countermeasures against temporal failures
on the hardware side, modular redundancy techniques [16]
detect control-logic failures by comparing program outputs
from multiple modules. These techniques require a few times
larger amount of original hardware resources and increase the
total failure probability and number of system halts. On the
software side, control-logic failures can be detected with
software duplication or insertion of failure detection codes
into original program codes. These techniques significantly
degrade application throughputs. For example, software
duplication incurs a runtime overhead of 69% [17]. The
widely known signature-based techniques, i.e., CFCSS [18]
and YACCA [19], incur runtime overheads of 60% and 179%,
respectively, for matrix multiplication applications [20]. Such
degradation is unacceptable for applications that require high
throughput and allow no modular redundancy. Therefore, it is
necessary to develop a method for detecting control-logic
failures that is efficient in terms of throughput and hard-
ware usage, while maintaining a high failure detection
rate.

In light of the above background, our preliminary work
proposed a method for efficiently detecting control-logic
failures caused by faults in the program counter (PC) [21].
This preliminary method relied on partially-redundant com-
putations assigned to selected cores and achieved a runtime
overhead of 28% and a memory-resource overhead of 16%
for a matrix multiplication application. However, it required
extensive modifications to the original application code
because the application computations and partially-redundant
computations for detecting control-logic failures were inter-
mixed during execution. This intermixing not only made the
code structure significantly more complex but also resulted
in inefficient hardware resource utilization, leaving consider-
able room for improvement. Furthermore, this method alone
was insufficient to comprehensively detect various types of
control-logic failures.

To address these limitations, the key contributions of this
paper are as follows:

1) Building on the prior work [21], we propose a novel
method to efficiently detect GPU control-logic failures
by enabling parallel and separated execution of applica-
tion computations, partially-redundant computations,
and diagnostic computations. By appropriately tuning
GPU-specific thread and block indices, our method
significantly reduces the runtime and memory over-
head compared to the previous intermixed execution
approach.

2) We conduct a detailed evaluation of the impact of
injected faults in GPU control logic and confirm that
they cause SDCs without triggering any alarms.

3) We demonstrate that the proposed method can detect
GPU-specific control-logic failures (e.g., due to unex-
pected changes in the PC) with 5.3% runtime overhead
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and 4.2% memory overhead, achieving a failure
detection rate of 99.5%.

4) Building on existing techniques, we also explore meth-
ods for comprehensively detecting GPU control-logic
failures and identify the associated detection
challenges.

5) As a result, we provide insights into enhancing GPU
reliability through comprehensive detection of control-
logic failures, suggesting that the proposed methods
can be broadly applied to improve the resilience of
various GPU applications.

The rest of this paper is organized as follows. Section II
presents related work. Section III introduces a general
GPU architecture and code, and defines control-logic
failures. Section IV describes the fault-injection results based
on the defined control-logic failures. Section V explains
the proposed methods for detecting control-logic failures.
Section VI presents the evaluation results in terms of runtime
overhead, memory-resource overhead, and failure detection
rate. Section VII concludes the paper.

Il. RELATED WORK

Various fault-injection frameworks have been developed for
reliability assessments, and the abstraction level of fault injec-
tion was different depending on the framework. For example,
faults have been injected into high-level programming codes
(e.g., LLVM IR, CUDA) [10], SASS codes [14], [15], [22],
[23], [24], or PTX codes [11], [25], [26]. Although fault
injections in high-level programming code may be useful
for analyzing vulnerable code and its execution duration in
applications, they cannot be used for simulating warp-level
failures because the instructions are not specified in the
code, and faults in PCs leading to warp-level failures cannot
be reproduced. SASS code can most accurately reproduce
warp-level failures at the cycle level. However, SASS code
depends on the GPU architecture, and it is time-consuming
to derive generalized results by injecting warp-level faults
into the SASS code of various GPU architectures. In addition,
commonly available tools cannot inject faults into PTX
code to reproduce warp-level failures. In our previous
work, we developed a warp-level fault-injection framework
utilizing PTX code, which does not depend on the GPU
architecture [13], [21]. In this paper, we reused the same
framework to simulate control-logic failures.

Various methods for the efficient detection of GPU faults
have been developed on the basis of selective hardening.
Selective hardening increases the redundancy of selected
data (e.g., registers [7], [9], kernels [27], [28]). For exam-
ple, HAUBERK, which was developed for efficient SDC
detection [7], relies on partially-redundant registers and
varies the level of redundancy inside and outside loops.
Signature-based methods [18], [19], which rely on the
partial redundancy of instructions, insert instructions into
original-application instructions for checking the control flow
by updating the signature value and comparing the signature
with the expected value at each checkpoint during application
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execution. A method utilizing Self-Test Libraries (STLs)
was also developed to efficiently perform in-field testing
of GPUs by exercising the control logic [29]. Departing
from the selective hardening approach, a thread-index-based
method was introduced to detect control-logic failures by
verifying the correctness of thread indices, which allows for
the identification of control-logic failures such as missing or
duplicated threads [30].

Compared to existing techniques, the proposed method
for detecting control-logic failures—including those caused
by program counter faults—achieves lower runtime and
memory overheads while maintaining comparable or superior
failure detection rates, as demonstrated by the experimental
evaluations presented in this study. Furthermore, we extend
the thread-index-based method proposed in the literature [30]
by incorporating block-index verification, and quantitatively
evaluate its associated overheads and failure detection rate.

The main differences from our preliminary works
[13], [21] are as follows:

o This work proposes a novel method for efficiently
detecting GPU control-logic failures by enabling the
parallel and independent execution of application com-
putations, partially-redundant computations, and diag-
nostic computations. Unlike the previous method [21],
in which the application computations and partially-
redundant computations were intermixed, the proposed
approach clearly separates these computations. This
separation significantly reduces runtime and memory
overhead while maintaining a high failure detection
rate.

o Using the PTX-based fault-injection environment estab-
lished in prior works [13], [21], we assess the impact
of diverse control-logic failures—including not only
warp-level failures but also block-level and thread-level
failures.

lIl. GPU CONTROL-LOGIC FAILURE

This section overviews a general GPU architecture and code.
Next, modes of GPU control-logic failures for the general
GPU architecture and code are described.

A. GPU ARCHITECTURE AND CODE

Fig. 1(a) shows a conceptual drawing of the general
CPU-GPU framework for NVIDIA GPUs utilizing single-
instruction, multiple-thread (SIMT) [31], [32]. The CPU
launches parallel-computing kernels while storing data in
global memory as input data for parallel computations. The
GPU operates in accordance with instructions from the kernel
invoked by the CPU. Subsequently, the instructions are
distributed from the instruction cache and block scheduler
to the streaming multiprocessors (SMs) that have the warp
schedulers for warp execution. A block, also referred to as
a cooperative-thread array, is a group of warps. A warp is a
group of 32 threads that are simultaneously executed. Each
thread in one warp is allocated to one core, and each core
in the warp executes the same instructions for different data.
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Execution results are stored in a register file, after which they
are transferred to the L2 cache and then to global memory.
Optionally, L1 cache and shared memory can be used for
more efficient data transfer.

Further details of the data flow in the control logic
[21], [31] are illustrated in Fig. 1(b). A block scheduler
distributes block information (e.g., block index) to a warp
scheduler, and the warp scheduler then distributes warp
information to each warp. Each warp has a SIMT stack
containing information on the PC, reconvergence program
counter (RPC), mask, and warp state. The SIMT stack is
used to handle the execution of branch divergence. The PC is
used for directing instructions stored in the instruction buffer
while the RPC is used for directing reconvergence points
after divergence. The mask is used for executing only active
threads in each warp, and each mask is represented in 32 bits,
corresponding to the number of threads in a warp. The warp
state is used for representing one of four states: ready, active,
waiting, or finished. The SIMT stack of each warp is updated
after each instruction issue of the warp.

On the software side, code for executing kernels is
composed of CPU code (host-side code) and GPU code
(device-side code). The CPU code specifies information
such as the kernel launch information (e.g., number of
blocks and threads assigned for each kernel) and memory
allocation information. The GPU code specifies kernel
contents. Fig. 2 shows an example of GPU code for NVIDIA
CUDA. Even though all the warps execute the same GPU
code, all of them perform calculations for different input
data and output the calculated data to different memory
addresses, utilizing the difference in the block index (e.g.,
blockldx.x) and thread index (threadldx.x). The index value
is automatically determined by the number of threads and
blocks assigned for each kernel. For example, when the total
number of threads in one block is 64 and the threads are
one-dimensional, the thread index (e.g., threadldx.x) ranges
from O to 63. In this case, the first warp corresponds to
the thread index where threadldx.x ranges from O to 31,
and the second warp corresponds to the thread index where
threadldx.x ranges from 32 to 63. The maximum dimension
of the block index and thread index is three. As such,
parallel computations are performed on the basis of the GPU
architecture and code.

B. MODES OF GPU CONTROL-LOGIC FAILURES
Environmental noise, such as that caused by neutrons, can
induce multiple-bit flips—known as soft errors—in memory
elements [3], [4], which are assumed to be the fault mode in
this study. These soft errors can lead to unexpected values
in data stored within the GPU control logic, potentially
resulting in GPU control-logic failures. On the basis of the
GPU hierarchy, control-logic failures leading to SDCs are
classified into three types as shown in Table 1.

Block-level failures possibly originate from faults in the
block index, the information of which is transferred from
the block scheduler and stored in per-thread special registers.
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FIGURE 1. (a) General CPU-GPU framework for parallel computing,
(b) data flow in GPU control logic.

__global _ void vectorAdd (float *A, float *B, float *C)
{

int i = 64 * blockldx.x + threadldx.x ;

Cli] = A[i] + BI[i] ;

}

FIGURE 2. Example of GPU code for adding vectors.

Since a block normally includes more than 32 threads,
a block-level failure directly affects the calculation of
> 32 threads, and the block is not executed or is executed
abnormally. Warp-level failures possibly originate from faults
in the PC, RPC, or warp state. Since a warp is a group of
32 threads, a warp-level failure directly affects the calculation
of 32 threads, and the warp is not executed or is executed
abnormally. Thread-level failures possibly originate from
faults in the thread block or mask. These failures directly
affect the calculation of < 32 threads, and some threads in
a warp are not executed or are executed abnormally.

Even though faults in hidden parts in the control logic may
also cause SDCs [33], the resultant SDCs should be mapped
to either a block-level failure (> 32 threads), a warp-level
failure (32 threads) or a thread-level failure (< 32 threads)
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when the GPU hierarchy is considered. The insertion of a
small piece of code to simulate a warp-level fault reproduced
some system errors detected by a GPU driver (XID errors
[34], [35]) during neutron irradiation tests, proving the
occurrence of warp-level failures in a real environment [13].
On the other hand, thread-level and block-level failures have
not been observed, but are supposed to occur due to the GPU
structure in principle.

IV. FAULT-INJECTION EXPERIMENT TO SIMULATE GPU
CONTROL-LOGIC FAILURE

This section demonstrates that the control-logic failures trig-
ger SDCs for various applications, which remain undetected
by the GPU driver. With fault injection, we used parallel
thread execution (PTX) code, a pseudo-assembly language
in the NVIDIA CUDA environment that is independent of
the GPU architecture.

A. TARGET DEVICE AND APPLICATION

As a test vehicle for the GPU, an NVIDIA Quadro P2000
was used. Note that the fault-injection results did not depend
on a specific GPU architecture since PTX codes were used.
The device specifications are shown in Table 2. The number
of cores per SM was 128, and the maximum number of
threads in one block was 1024. Each SM had 96 kB of shared
memory, which was also the maximum amount allocatable to
a single block. The host CPU used for controlling the GPU
was a Xeon CPU E3-1225 v5 @ 3.30GHz.

B. FAULT-INJECTION SETUP

1) WARP-LEVEL FAULT INJECTION SETUP

Fig. 3 shows the flow for warp-level fault injection with a
developed fault-injection framework [13], [21]. First, original
GPU code was divided into host-side code (C++ code) and
device-side code (CUDA code). The host-side code was
changed so that only a single block that included a warp with
a faulty jump was executed. The fault was injected into only
one warp because all the warps of a kernel shared the same
PTX code, differing only in thread and block indices. The
device-side code was compiled to generate normal PTX code.
Subsequently, a set of abnormal PTX code, each including a
different small piece of code, was generated on the basis of
normal PTX code. The small piece of code was inserted to
simulate warp-level faults at the virtual PC, i.e., by forcing a
jump from one arbitrary point (start PC) to another arbitrary
point (end PC) once per application run. We generated
abnormal PTX codes assuming all possible start/end PCs.
Subsequently, the normal and abnormal PTX code, which
was then compiled with a no-optimization option (-O0) into
binary code, was loaded from the host-side code and executed
one by one. The no-optimization option was necessary for the
added PTX code to be executed as the programmer specified
without disturbance due to compiler optimization [9]. For
each execution of the abnormal PTX code, XID errors were
checked to identify the warp-level failures leading to DUE:s.
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TABLE 1. Definition of GPU control-logic failure.

Failure type

Failure cause

# of directly affected threads

Block-level failure
Warp-level failure
Thread-level failure

Fault in block information (e.g., block index)
Fault in warp information (e.g., PC, RPC, warp state)
Fault in thread information (e.g., thread index, mask)

> 32 threads
32 threads
< 32 threads

We compared the execution results from the normal and
abnormal PTX code to identify the warp-level failures leading
to SDCs.

Algorithm 1 is an example of a small piece of code
inserted for warp-level fault injections (e.g., unexpected PC
alternation due to neutron-induced multiple-bit upsets) in
a matrix multiplication application. In this matrix multipli-
cation application, the number of threads in a block was
1024 (32 warps). There were 32 threads in both the x
and y dimensions. Thus, threadldx.x and threadldx.y ranged
from O to 31. Here, only the warp (threadldx.x = 0 to 31 and
threadldx.y = 0) satisfied the jump condition. The code
inserted at the jump start PC enabled the warp that satisfied
threadldx.y = 0 to jump to L1. Subsequently, at the jump end
PC, where the characters “L1:” were added to the original
instruction, only the warp satisfying threadldx.y = 0 executed
instructions from the add instruction (add.u32 %r10, %r10, 1)
after the jump. The faulty jump was enabled only once per
application run. Note that when the start PC was inside the
loop, the jump was enabled only for the first time in the
loop since the number of loops executed before the jump
should not affect the classification of outcomes into masked,
SDCs, or DUEs. The inserted code varied depending on the
application, due to the difference in the three-dimensional
configuration of threads and blocks.

2) BLOCK-LEVEL AND THREAD-LEVEL FAULT INJECTION
SETUP

The purpose of fault injection is to demonstrate that SDCs can
occur due to block-level and thread-level faults, which may
be caused by neutrons. For block-level failures, faults that
corrupted retained data were injected into the block index,
while for thread-level failures, the same type of faults were
injected into the thread index. Since direct modification of
the index value was not possible, the register value containing
the index was modified immediately after the value was
transferred from the special register.

Algorithm 2 is an example of a small piece of code
inserted for block-level fault injection in a matrix multipli-
cation application. Faults were injected in the block where
blockldx.x = 0 and blockldx.y = 0. Here, blockldx.x was
replaced with each possible value from 1 to (1 + the
maximum value of blockldx.x). In the same way, a similar
small piece of code was inserted for the block-level
fault injection in other applications, such as the separable
convolution application and histogram application.

Algorithm 3 is an example of a small piece of code inserted
for thread-level fault injection in a matrix multiplication
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FIGURE 3. Flow for warp-level fault injection using developed
fault-injection framework.

Algorithm 1 Code Inserted for Warp-Level Fault Injections
in Matrix Multiplication Application

Code inserted at jump start point

: [l register %r0 stores jump flag (initial value: 0)

// register %r1 stores threadldx.y

setp.ne.s32 %p0, %10, 0;

/l check whether %r0 == 0 to identify the first jump
add.u32 %r0, %10, 1;

/I modity %r0 so that an abnormal jump occurs only the first time
@%p0 bra LO;

// jump to LO when %r0 != 0 (return to normal operation)
setp.eq.s32 %pl, %r1, 0;

10:  // check whether a warp jumps abnormally

11:  // (assuming only one warp satisfies threadldx.y == 0)
12: @%pl bra L1,

13:  // jump abnormally to L1 when threadldx.y ==

14: LO:

VRN E LN

Code inserted at jump end point
1:  L1:add.u32 %rl10, %r10, 1;
2:  //label L1 is located at the beginning of instruction

application. Faults were injected in the thread with block-
Idx.x = 0, blockldx.y = 0, threadldx.x = 0, and threadldx.y
x= 0. Here, threadldx.x was replaced with each possible
value from 1 to (1 4+ the maximum value of threadldx.x).
A similar small piece of code was also inserted for other
applications.

VOLUME 13, 2025



H. Itsuji et al.: Hardware-Aware Failure-Detection Method for GPU Control-Logic

IEEE Access

Algorlthm 2 Code Inserted for Block-Level Fault Injections

/I register %r0 stores blockldx.x

// register %r1 stores blockldx.y

setp.ne.s32 %p0, %10, 0;

/I check whether blockldx.x !=0

setp.ne.s32 %pl, %rl1, 0;

// check whether blockldx.y !=0

@%p0 bra LO;

// jump to LO when %r10 != 0 (return to normal operation)
@%pl bra L1;

10:  // jump to L1 when %r1 != 0 (return to normal operation)
11: mov.u32 %r0, 1;

12:  // change blockIdx.x from O to 1 (block-level fault)

13: L1:

14: LO:

VRN LN

Algorlthm 3 Code Inserted for Thread-Level Fault Injections

// register %r0 stores blockldx.x

// register %rl stores blockldx.y

// register %r2 stores threadldx.x

/] register %r3 stores threadldx.y

setp.ne.s32 %p0, %10, 0;

/I check whether blockldx.x !=0

setp.ne.s32 %pl, %rl, 0;

// check whether blockldx.y !=0

setp.ne.s32 %p2, %r2, 0,

10:  // check whether threadldx.x !=0

11:  setp.ne.s32 %p3, %13, 0;

12:  // check whether threadldx.y !=0

13:  @%p0 bra LO;

14:  // jump to LO when %10 != 0 (return to normal operation)
15: @%pl bra L1,

16:  //jump to L1 when %r1 != 0 (return to normal operation)
17: @%p2 bra L2;

18:  // jump to L2 when %r2 != 0 (return to normal operation)
19:  @%p3 bra L3;

20: // jump to L3 when %r3 != 0 (return to normal operation)
21: mov.u32 %r2, 1;

22: // change threadldx.x from O to 1 (thread-level fault)

ORI N B2

23: L3:
24: L2:
25: LI:
26: LO:

TABLE 2. Device information on NVIDIA Quadro P2000.

Architecture Pascal
SM 8
Cores per SM 128
Total Register File [kB] 2,048

Total Shared Memory [kB] 768

Total L1 Cache [kB] 960
Total L2 Cache [kB] 1,280
GDDRS5 Memory [GB] 5

C. FAULT-INJECTION RESULTS

1) WARP-LEVEL FAULT INJECTION RESULTS

Table 3 summarizes the fault-injection results for the
matrix multiplication, separable convolution, and histogram
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applications. This table demonstrates that warp-level faults
in the PC caused SDCs across various applications, and
the SDC ratio depended on both the application and the
start PC (the PC value before the occurrence of warp-level
faults). One loop was included in the PTX instructions for the
matrix multiplication and histogram applications, whereas
the separable convolution applications did not include any.
Since a warp consists of 32 threads, when an SDC was
observed, all 32 threads exhibited SDCs. The SDC ratio
was relatively high when the start PC was inside the loop.
For example, the SDC ratio was 65.1% for the matrix
multiplication application and 51.8% for the histogram
application.

To understand the differences in the SDC ratios across
applications, the number of PTX instructions for each
application was analyzed, as summarized in Table 4. The PTX
instructions were categorized into four groups: data transfer
(e.g., load and store operations), data conversion (e.g., data
shifting and type conversion), basic computations (e.g., AND,
OR, addition, and fused multiply-add), and others (e.g.,
synchronization). This table shows the number of executed
instructions for each of the four groups. When the ratio of
data conversion was low, the SDC ratio was relatively high.
When the ratio of data conversion was high, the DUE ratio
was relatively high. For example, the ratio of data conversion
was 0.0% (lowest) when the start PC was inside the loop
for the matrix multiplication application where the SDC ratio
was 65.1% (highest). The ratio of data conversion was 28.6%
(highest) when the start PC was outside the loop for the
matrix multiplication application, where the DUE ratio was
69.4% (highest). With respect to data conversion, when data
conversion fails, or the data size or type to be processed is
incorrect, GPUs can generally detect such DUE errors as
XID errors as part of their error-handling mechanisms. These
observations indicate that the ratio of data conversion in PTX
instructions is one of the important factors determining the
SDC ratio.

2) BLOCK-LEVEL AND THREAD-LEVEL FAULT INJECTION
RESULTS
The fault injections caused either SDCs or DUE, i.e., XID
errors. In the case of SDCs, it was found that the block-level
or thread-level failures caused SDCs in dozens of output val-
ues. The failures led to unexpected global memory accesses
because the index value was used for determining the global
memory addresses where computation results were stored.
For the block-level failure, the number of SDCs was equal to
the number of outputs handled by one block. The maximum
number of incorrect output values due to the block-index
failure was 1024 for the matrix multiplication application,
512 for the separable convolution application (row), 1024 for
the separable convolution application (column), and 64 for
the histogram application.

For the thread-level failure, the number of SDCs was
equal to the number of outputs handled by one thread,
and it depended on whether a single thread used shared
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TABLE 3. Warp-level fault-injection results.

Application # of loop start PC SDC DUE Masked Total
Matrix multiplication 1 Inside loop 9,888 (65.1%) 454 (3.0%) 4,852 (31.9%) 15,194
Outside loop 437 (8.5%) 3,546 (69.4%) 1,129 (22.1%) 5,112
Separable convolution (row) 0 Outside loop | 73,288 (33.4%) 36,386 (16.6%) 109,818 (50.0%) 219,492
Separable convolution (column) 0 Outside loop | 43,202 (23.0%) 50,669 (27.0%) 94,051 (50.0%) 187,922
Histogram 1 Inside loop 23,950 (51.8%) 21,116 (45.7%) 1,186 (2.5%) 46,252
Outside loop | 43,783 (47.0%) 12,059 (12.9%) 37,408 (40.1%) 93,250
TABLE 4. Execution count of PTX instructions by category.
Application Location Data transfer ~ Data conversion  Basic calculation Other Total
Matrix multiplication Inside loop 68 (63.6%) 0(0.0%) 35 (32.7%) 4 (3.7%) 107
Outside loop 11 (31.4%) 10 (28.6%) 13 (37.2%) 1(2.8%) 35
Separable convolution (row) Outside loop 306 (65.4%) 8 (1.7%) 147 (31.4%) 7 (1.5%) 468
Separable convolution (column)  Outside loop 252 (58.2%) 12 (2.8%) 163 (37.6%) 6 (1.4%) 433
Histogram Inside loop 36 (29.0%) 17 (13.7%) 69 (55.7%) 2 (1.6%) 124
Outside loop 94 (37.8%) 14 (5.6%) 134 (53.8%) 7 (2.8%) 249

memory. The maximum number of incorrect output values
due to the thread-level failure was 63 for the matrix
multiplication application, 120 for the separable convolu-
tion application (row), 64 for the separable convolution
application (column), and 64 for the histogram application.
In the case of XID errors, the block-level or thread-level
failures caused illegal accesses to unallocated global memory
addresses.

V. PROPOSED DETECTION METHOD FOR GPU
CONTROL-LOGIC

This section describes the method for detecting warp-level
failures that cause SDCs for all 32 threads in the warp, and
describes the methods for detecting block-level and thread-
level failures that cause SDCs in dozens of output values. All
these methods utilize a large number of diagnostic threads;
however, due to their lightweight nature, the diagnostic
overhead is expected to be low.

A. WARP-LEVEL FAILURE DETECTION
When a warp-level failure occurs, 32 threads in a warp fail.
Therefore, it is not necessary to duplicate every thread in each
warp for failure detection. Unlike conventional duplication
methods, the proposed method maintains a low redundancy
ratio of 6.3% (2/32).

As illustrated in Fig. 4(a), from a hardware perspective,
partial redundancy is applied to two out of 32 cores, and
the diagnosis is performed using a single SM. Depending

113896

on the GPU’s scheduling policy, the partial redundancy
and diagnosis kernels may be executed on different SMs.
From a software perspective, as shown in Fig. 4(b), partial
redundancy is applied to two out of 32 threads. The
corresponding diagnosis is performed by a single block,
ensuring lightweight and efficient execution. The diagnosis is
performed by comparing the results of the application com-
putations and the partially-redundant computations. It should
be noted that, for the detection of a warp-level failure, two
threads in each warp are duplicated to determine whether
a detected failure stems from a warp-level failure or from
data-unit failures, under the assumption that the simultaneous
failure of two threads within a warp due to data-unit faults is
highly unlikely.

The diagnostic kernel is composed of a single block with
the maximum number of threads (e.g., 1024 for NVIDIA
Quadro P2000), and therefore only one SM is occupied
by the kernel during concurrent execution. Each diagnostic
thread simultaneously compares the computation results of
two threads in a warp of the application kernel with those
of the corresponding two threads in the partial redundancy
kernel. To indicate that each warp in the application kernel
is ready to be diagnosed, a conditional statement for the flag
value is inserted at the end of the application code so that
only one thread in each warp writes a non-zero flag value in
the global memory (e.g., “if threadldx.x == 31, flag value =
17 when the equation threadldx.x = 31 is satisfied by only
one thread in each warp).
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FIGURE 4. Proposed concurrent failure-detection methods for warp-level
failures, illustrated from three perspectives:(a) hardware-level
implementation, where diagnosis is performed using one SM by
executing the same computations with 2 out of 32 cores per warp and
comparing the results;(b) software-level implementation, where the
partial redundancy kernel executes the same computations for 2 out of
32 application threads per warp, and the diagnostic kernel compares
their outputs;(c) execution timing flow, where the partially-redundant
and diagnostic computations are performed in parallel with the main
application.

As shown in Fig. 4(c), the proposed warp-level failure
detection method relies on concurrent execution with the
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application kernel. Streams are sequences of parallel opera-
tions (e.g., kernel executions and memory transactions), and
multiple streams can be created via commands in the host
code. The partial redundancy kernel, launched concurrently
with the application kernel, performs the same computations
as the application kernel for two designated threads in each
warp. The diagnostic kernel in stream 2 repeatedly compares
the outputs of corresponding threads between the application
and partial redundancy kernels to diagnose each warp. When
a mismatch is found between the two threads in a warp and
their redundant counterparts, a warp-level failure is detected.
When a flag (i.e., a readiness signal) is set to a non-zero value
by the application kernel, the diagnostic kernel performs
diagnosis. In contrast, after the application kernel completes,
it performs a one-time check for all target addresses,
regardless of the flag value. Note that the application kernel is
executed separately from the partial redundancy kernel after
implementation. This separation contributes to the reduction
of both runtime and memory overhead, compared to the prior
intermixed execution approach [21].

Fig. 5 illustrates the index transformation required for
the partial redundancy kernel. In this kernel, the block and
thread indices are automatically determined by the three-
dimensional configuration of blocks and threads specified
in the host code. To align the computation targets with
those of the original application threads, these indices
must be transformed into desired values. Transformations
of each index are represented by mathematical expressions
for the original and target indices. The code for the index
transformation is inserted at the beginning of the partially-
redundant computation code, which is based on the original
application code. Since the block index and thread index are
stored in special registers that cannot be directly modified,
the values in the special registers are copied to general-
purpose registers and then modified. After the transformation,
the modified register values are used for the rest of the
calculations.

As a limitation, the proposed method cannot be imple-
mented if computation results of an original thread depend
on other threads. For example, in histogram applications,
all original threads need to be duplicated for duplicated
threads to obtain the same computation results by original
threads. Also note that for original applications that use
a shared memory, all the data required for partially-
redundant computations may not be stored as a result of
index transformations. For example, for row-convolution and
column-convolution kernels, all the data required for the
partially-redundant computations was not stored as a result
of the index transformations. For that purpose, we increased
the size of per-block shared memory as shown in Table 5 and
added a few lines of code to ensure that all data required for
partial redundancy is stored in the shared memory.

The proposed method can detect a warp-level failure unless
it occurs simultaneously in two or more of the following
kernels: the application, partial redundancy, and diagnostic
kernels. Given that the control logic is significantly smaller
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TABLE 5. Shared memory used for proposed methods.

Failure Application Application Partial
Application Diagnosis

type (original) (modified) redundancy
Matrix multiplication Block 8,192 kB 8,192 kB 0 kB 0kB
Warp 8,192 kB 8,192 kB 8,192 kB 0kB
Thread 8,192 kB 8,192 kB 0kB 0kB
Separable convolution (row) Block 2,560 kB 2,560 kB 0 kB 0 kB
Warp 2,560 kB 2,560 kB 23,040 kB 0kB
Thread 2,560 kB 2,560 kB 0kB 0kB
Separable convolution (column) Block 5,184 kB 5,184 kB 0kB 0kB
Warp 5,184 kB 5,184 kB 15,552 kB 0kB
Thread 5,184 kB 5,184 kB 0kB 0kB

Original thread index Target thread index

threadldx.x | threadldx.y | threadldx.z tx ty tz
0 0 0 30 0 0
Index
i 0 0 transformation St 0 0
2 0 0 30 1 0
3 0 0 31 1 0
4 0 0 30 2 0
5 0 0 31 2 0
int tx, ty;

// threadldx.x transformation
if (threadldx.x % 2 ==0)
tx=30;
else
tx=31;

// threadldx.y transformation
if (threadldx.y % 2 == 0)
ty = (threadldx.x / 2) ;
else
ty = (threadldx.x /2) + 16 ;

FIGURE 5. Example of transforming threadldx.x and threadidx.y for
partially-redundant computations.

than the data units, its failure probability is inherently lower.
Accordingly, the likelihood of concurrent failures at multiple
points within such small control logic is exceedingly rare.
Therefore, such simultaneous failures are not considered in
the proposed method.

B. BLOCK-LEVEL AND THREAD-LEVEL FAILURE
DETECTION

The proposed methods for detecting block-level and thread-
level failures, similar to the warp-level failure detection,
rely on the concurrent execution of a diagnostic kernel
alongside the application kernel. An overview of these
methods is provided in Fig. 6. Specifically, Fig. 6(a) depicts
the hardware-level implementation, where the diagnostic
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kernel operates within a single SM to ensure low overhead;
Fig. 6(b) presents the software-level implementation, where
each diagnostic thread in the diagnostic kernel compares
its actual and expected block and thread indices. In such
implementations, failures are detected by comparing the
actual index values obtained during application execution
with the expected values, using the diagnostic kernel.
Fig. 6(c) shows the corresponding execution timing, where
diagnostic operations are repeatedly performed in parallel
with the main application.

In the proposed methods, at the start of each thread’s
execution, the register values for block or thread indices
(blockldx.x, blockldx.y, blockldx.z, threadldx.x, threadldx.y,
threadldx.z) are read from special registers and immediately
stored in global memory. Based on these index values,
a unique value is computed for each thread or block,
which is then used to compare the actual values obtained
during execution with the expected values, enabling the
detection of control-logic failures. or example, a unique value
representing the block index is calculated using a composite
expression—for instance, when blockldx.x and blockldx.y
range from O to 15 and blockldx.z is O, the value can be
computed as 256 x blockldx.z + 16 x blockldx.y + block-
Idx.x. The number of memory addresses needed to store this
information equals the total number of threads.

As in the warp-level detection method, a conditional flag
is written by each warp at the end of the application kernel.
When this flag is set to a non-zero value, the diagnostic
kernel in stream 2 [shown in Fig. 6(c)]—composed of a
single block—compares the expected and actual index values
repeatedly in sequence. The diagnostic kernel performs the
same checks once, after the application kernel completes,
regardless of the flag.

As a limitation, the proposed methods can detect
block-level and thread-level failures unless they occur
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FIGURE 6. Proposed concurrent failure-detection methods for block- and
thread-level control-logic failures, illustrated from three perspectives:

(a) hardware-level implementation, where diagnosis is performed using
one SM by comparing the actual and expected block/thread indices;

(b) software-level implementation, where each diagnostic thread
compares its actual and expected block/thread index; (c) execution
timing flow, where diagnostic operations are repeatedly performed in
parallel with the main application.

simultaneously in the application and diagnostic kernels.
Given that the control logic is significantly smaller than
the data units, its failure probability is inherently lower.
Accordingly, the likelihood of concurrent failures at multiple
points within such small control logic is exceedingly rare.
Therefore, such simultaneous failures are not considered in
the proposed method.

The proposed methods also cannot detect failures that
occur in the mask in the SIMT stack. Protecting the mask
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requires additional measures—such as an error detection
and correction mechanism—during the circuit design phase.
Since the size of the mask in the SIMT stack is much
smaller than the data units, the probability of a failure
occurring in the mask is inherently lower than that in the
data units. Furthermore, even if a failure occurs in the mask,
its impact is limited to a maximum of 32 threads within a
warp. Additionally, because the values in the SIMT stack are
frequently overwritten with correct values during program
execution, the overall influence of such failures is expected to
be limited. As a result, failures occurring in the SIMT mask
are not considered in the proposed method.

VI. EVALUATION OF PROPOSED METHOD

This section evaluates the proposed failure detection methods
in terms of runtime overheads, memory-resource overheads,
and failure detection rates for matrix multiplication and sep-
arable convolution applications. As described in Section V,
simultaneous faults occurring at multiple locations in the
control logic are considered extremely rare and are therefore
excluded from the calculation of failure detection rates.
In addition, faults in the mask of the SIMT stack are also
excluded from the calculation, as their impact is expected to
be limited due to the small size of the mask compared to data
units and the fact that the mask is frequently updated during
execution.

A. RUNTIME OVERHEAD

Table 6 summarizes the evaluation results of the runtime
overheads for a matrix multiplication kernel and two separa-
ble convolution kernels. As in the fault-injection experiment,
an NVIDIA Quadro P2000 was used. For the matrix
multiplication application, only threadldx.x was transformed
while for the separable convolution application, threadldx.x,
threadldx.y, blockldx.x and blockldx.y were transformed.
This table demonstrates that the runtime overheads for the
detection of warp-level failures in the three kernels were
within 13.2%. Here, the application (original) refers to the
original application, while the application (modified) refers
to the slightly modified application for applying the proposed
methods. The diagnosis refers to the comparison calculations
for all the target addresses, while partial redundancy refers to
the partially-redundant computations.

The time shown in the table was the average time for
10 trials, which was measured with NVIDIA Nsight. It was
also used for visually confirming the concurrent execution
of kernels since the kernels were executed asynchronously.
The variation in the measured times was within 6.5%. The
times for partial redundancy and application (modified) were
measured when the concurrent execution of kernels was
performed, while the time was not for application (original)
and diagnosis. The time for diagnosis was measured with-
out concurrent execution, as the diagnosis was performed
independently at least once after the completion of the
application execution. The runtime overhead was calculated
as the ratio of [application (modified) + diagnosis] to
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application (original) where the numerator corresponds to the
total execution time of the kernels with the proposed methods.

For example, the runtime overhead for the matrix multi-
plication application was 5.3%. This small runtime overhead
was attributed to the fact that the redundancy ratio was only
6.3% (2/32), and the concurrent execution of the multiple
kernels was performed for efficient calculations. The time
for diagnosis was shorter than the time for application
(modified) since the diagnostic kernel performed only simple
comparison calculations. The ratio of the time for application
(modified) to that for partial redundancy was 12.4 for the
matrix multiplication application. This value of 12.4 was rea-
sonable since the total number of threads for the application
(modified) kernel was 16 times that for the partial redundancy
kernel. In contrast, the ratios for the separable convolution
application were 1.5 for row-convolution kernel and 5.8 for
column-convolution kernel, which were significantly less
than 16. This was because, as described in the previous
section, a few lines of code were added for the shared
memory to load the required data for the partially-redundant
computations. This modification increased the execution time
for the partially-redundant computations for row-convolution
and column-convolution kernels but did not increase the
runtime overheads significantly.

Since the diagnostic kernel only occupied one SM during
the kernel execution and the time for application (modified)
was likely dependent on the number of remaining SMs,
the use of GPUs with an increased number of SMs
(eight for Quadro P2000) may further reduce the runtime
overheads.

B. MEMORY OVERHEAD

Table 7 summarizes the evaluation results for the global mem-
ory overheads for each kernel in the matrix multiplication
and separable convolution applications. These overheads in
global memory were investigated since all the input and
output data of each kernel were stored in the global memory.
These overheads depend on the application and failure type.
This table demonstrates that the global memory overhead for
detecting warp-level failures in the three kernels was within
4.2%. The overheads for the detection of block-level and
thread-level failures ranged from 18.9% to 101%.

For the detection of block-level and thread-level failures,
global memory was required for storing the actual and
expected index values, index comparison results, and flag
value. In total, the required global memory size strongly
depended on the number of threads. This was because the
number of global memory addresses required for the actual
index value and expected index value was equal to the number
of threads. For the matrix multiplication, row convolution,
and column convolution kernels, the total number of threads
was 262,144, 18,432, and 18,432, respectively. The number
of global memory addresses required for the flag value was
equal to the number of warps, which was equal to the total
number of threads divided by 32.
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For the detection of warp-level failures, global memory
was required for storing partially-redundant computation
results, comparison results, and flag values. In total, the
required global memory size was less than that required
for block-level and thread-level failures. The size of the
global memory required for storing the partially-redundant
computation results was 2/32 of the size required to store
the original application’s computation results, since the
partially-redundant computations were performed only for
the two threads per warp in the original application. The size
of the global memory for storing the flag values was equal to
the number of warps.

C. FAILURE DETECTION RATE

A preliminary analysis was conducted to estimate the
detection rate of control-logic failures using the proposed
method. Although a precise estimation of the actual failure
detection rate would ideally involve simultaneous fault injec-
tion into multiple kernels, this approach presents significant
technical challenges, including the difficulty of managing
concurrent fault states across kernels and the complexity of
isolating interactions between faults. Furthermore, control-
logic failures, which are the primary detection target of this
study, have a low probability of occurrence in real-world
environments, making a direct evaluation of the detection
rate challenging. Therefore, such an approach lies beyond the
scope of this paper.

To provide a preliminary analysis, the detection rate of
the proposed method was calculated based on two key
assumptions. First, it was assumed that the failure rates of
three types of control-logic failures—within the application
kernel, the partial redundancy kernel, and the diagnostic
kernel—were proportional to both the number of threads and
the execution time of each kernel. Second, it was assumed
that the proposed method could detect failures that occurred
within the application kernel, but not within the partial
redundancy kernel or the diagnostic kernel, regardless of the
timing or location of the failures. In other words, the detection
rate of control-logic failures was defined as the probability
of a failure occurring in the application kernel divided by
the probability of a failure occurring across all kernels. This
definition reflects a conservative estimation approach, and it
assumes that no failures within the partial redundancy kernel
or the diagnostic kernel can be detected.

Based on the aforementioned assumptions, the detection
rate can be expressed as follows. Let N, and 7, denote the
number of threads and the runtime for the application kernel,
respectively. Similarly, let N, and #, represent the number
of threads and the runtime for the partial redundancy kernel,
and N, and t; denote the number of threads and the runtime
for the diagnostic kernel. The detection rate of control-logic
failures can then be expressed as:

Ny X 1y
Ng X tg+ Ny Xt +Ng X g
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TABLE 6. Runtime overhead by proposed method.

Runtime
Failure A. Application B. Application D. Partial
Application C. Diagnose overhead
type (original) (modified) redundancy
(B+C)/A-1
Matrix multiplication Block 946.4 us 1,037.1 ps 305.9 ps - 41.9%
Warp 946.4 us 978.9 us 17.6 us 78.7 us 5.3%
Thread 946.4 us 1,022.6 ps 305.9 ps - 40.4%
Separable convolution (row) Block 85.5 us 89.2 us 244 us - 32.9%
Warp 85.5 us 89.1 us 6.3 us 58.5 us 11.6%
Thread 85.5 us 88.9 us 24.4 pus - 32.5%
Separable convolution (column) Block 85.0 us 87.3 us 24.6 us - 31.6%
Warp 85.0 us 89.2 us 7.0 pus 15.3 ps 13.2%
Thread 85.0 us 87.6 us 24.5 ps - 31.9%
TABLE 7. Global memory overhead by proposed method.
Memory
Failure A. Application B. Application D. Partial
Application C. Diagnose overhead
type (original) (modified) redundancy
(B+C+D)/A-1
Matrix multiplication Block 3,072 kB 4,128 kB 2,048 kB 0kB 101.0%
Warp 3,072 kB 3,104 kB 32kB 64 kB 4.2%
Thread 3,072 kB 4,128 kB 2,048 kB 0kB 101.0%
Separable convolution (row) Block 1,152 kB 1,226 kB 144 kB 0 kB 18.9%
Warp 1,152 kB 1,154 kB 2kB 36 kB 3.5%
Thread 1,152kB 1,226 kB 144 kB 0kB 18.9%
Separable convolution (column) Block 1,152 kB 1,226 kB 144 kB 0 kB 18.9%
Warp 1,152 kB 1,154 kB 2kB 36 kB 3.5%
Thread 1,152kB 1,226 kB 144 kB 0kB 18.9%

D. COMPARISON WITH EXISTING METHODS
Table 8 summarizes the comparison results for the failure
detection rates for the matrix multiplication application. The
values for the conventional methods (#4-7) are drawn from
the literature [7], [16], [18], [29]. Specifically, the CFCSS
result corresponds to the matrix multiplication applica-
tion [18], while the results for HAUBERK and STL represent
averages across multiple applications [7], [29]. In addition,
#7 represents a general duplication-based method, which is
commonly used in safety-critical systems [16].

To ensure a consistent basis for comparison, we assume
that all conventional methods (#4-6) detect faults by
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comparing actual and expected values stored in global
memory. For the purpose of estimating memory overhead,
we further assume that each thread stores one actual value
and one expected value, each represented as a 32-bit unsigned
integer (i.e., 4 bytes). The general duplication-based method
(#7) detects failures by executing the same application
on two independent GPUs with identical input data and
comparing their output results. In this method, we assume that
control-logic failures occurring on one GPU do not propagate
to the other GPU.

The table demonstrates that the proposed methods incur
limited runtime overhead while maintaining high failure
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TABLE 8. Comparison of methods in terms of runtime overhead, memory overhead, and failure detection rate.

# Method Detectable Failure Category Runtime overhead Memory overhead Failure detection rate
1 Proposed Warp-level failure Control logic 5.3% 4.2% 99.5%
2 Block-level failure Control logic 41.9% 101.0% 99.9%
3 Thread-level failure Control logic 40.4% 101.0% 99.9%
4 CFCSS [18] Warp-level failure Control logic 60.0% 67.0% 90.2%
5 HAUBERK [7] Data failure (e.g., register) Data unit 15.3% 67.0% 86.8%
6 STL [29] Warp-level failure Control logic <5% 67.0% 58.5%
7 Duplication [16] All failures All components 4.4% 100.0% 100.0%

detection rates. Notably, for warp-level failure detection, our
method incurs only a 5.3% runtime overhead. We attribute
this efficiency to the parallel and separated execution of
application computations, partially-redundant computations,
and diagnostic computations. In addition, the use of dedicated
lightweight diagnostic threads, which operate independently
of the application kernel, further contributes to the effective-
ness of the proposed methods. Regarding memory overhead,
Method #1 results in a comparatively low overhead of 4.2%,
due to its redundancy ratio of 2/32. In contrast, Methods #2
and #3 require storing both actual and expected indices for all
threads, along with additional flag values, resulting in higher
memory overhead compared to Methods #4—#7.

When the three proposed methods are combined, over
99% of all types of control-logic failures can be detected.
Furthermore, this combination enables identification of the
specific type of control-logic failure, albeit with a total
runtime overhead close to 90%. As the detection target
expands from warp-level failures to block- and thread-level
failures, both runtime and memory overheads increase (up
to 101.0% for memory overheads), introducing a trade-off
between detection coverage and computational efficiency.
Selecting the optimal combination of these methods and
existing methods based on application requirements, particu-
larly to detect critical control-logic failures, remains an area
for future research.

As highlighted in this section, the proposed methods can
achieve high failure detection rates, and are efficient in terms
of runtime and memory-resource overheads, particularly
for detecting warp-level failures. Furthermore, they can be
implemented in various applications by changing only a
small portion of original application code. For example,
for the matrix multiplication application, the total number
of changed or added statements for detecting block-level,
warp-level, or thread-level failures, was less than 6. In the
future, the methods will be usable for detecting control-logic
failures and measuring the rate of each failure for various
GPU architectures in diverse environments. They will also
be useful for distinguishing between failures originating from
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data units and those originating from control logic, which
will contribute to further improvements in system resiliency.
If such failures can be accurately distinguished, appropri-
ate countermeasures can be applied to each failure type,
leading to more effective mitigation and enhanced system
resiliency.

VII. CONCLUSION

In this paper, we defined and analyzed three types of GPU
control-logic failures: block-level, warp-level, and thread-
level failures. By using our developed PTX-based fault-
injection framework, we demonstrated that these failures can
cause SDCs without triggering any alarms, highlighting the
critical importance of addressing them for the reliability of
GPU-embedded systems.

For each failure type, we proposed detection methods and
evaluated their detection effectiveness, runtime overhead,
and memory-resource usage. Notably, for the matrix mul-
tiplication application, our proposed method for detecting
warp-level failures—based on the parallel and separated
execution of kernels—achieved a detection rate of 99.5%,
with a runtime overhead of 13.2% and a memory overhead
of 4.2%. These methods can be implemented with small
modifications to the original application code and can be
applied across a wide range of GPU applications.

Overall, our work contributes to enhancing the resilience
of GPU-based systems by enabling efficient detection of
control-logic failures. The proposed techniques can be
used for analyzing the frequency and impact of such
failures in real-world applications. This opens the door to
future studies on system-level resilience in safety-critical
domains.

As future work, we plan to apply the proposed detection
methods to applications other than matrix multiplication, and
compare their effectiveness and overhead with other con-
ventional fault-detection techniques. This will help evaluate
the further validity of the proposed approach for a broader
GPU applications. In addition, we aim to investigate hybrid
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approaches that combine the proposed methods with existing
techniques for further detection efficiency.
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