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Abstract—The reliability of GPUs is becoming a major
concern due to the increased probability of failures and the high
vulnerability of GPUs compared to conventional CPUs in terms
of tasks per failure. While there are extensive countermeasures
against failures in GPU data units, there are fewer
countermeasures for failures in GPU control logics. Currently,
software-based techniques, such as inserting signature codes for
detecting GPU control-logic failures by comparing the expected
signature value with the current signature value, are being
utilized. However, in the conventional software-based techniques,
application calculations, signature calculations, and signature
comparison calculations are executed in sequence, which
degrades the application throughputs. We have developed a
software-based technique that concurrently detects GPU control-
logic failures in a running application while largely maintaining
its throughput. Experimental results show that when our
technique concurrently executed application calculations,
signature calculations, and signature comparison calculations for
a matrix multiplication application, the application throughput
remains 78% of the original one, whereas 62% is reported in
literature. We also developed fault injection simulators
specialized for injecting GPU-specific control-logic faults into
GPU intermediate codes and found that 100% of GPU-specific
failures could be detected both during and after application
execution. The proposed approach can be utilized for a wide
variety of safety- and reliability-critical applications.

Keywords—GPU, reliability, soft error, error detection, fault
injection

I. INTRODUCTION

Parallel computing devices represented by graphic
processing units (GPUs) are widely used for general-purpose
and computing-intensive applications. While their high
throughput is drawing attention, the reliability of GPUs is
becoming a major concern. Generally, GPUs are 1-2 orders of
magnitude more vulnerable than central processing units

Short Paper
978-1-7281-9113-3/20/$31.00 ©2020 IEEE

Takumi Uezono
Center for Technology Innovation
Hitachi, Ltd. R & D Group
Yokohama, Japan
takumi.uezono.bo@hitachi.com

Tadanobu Toba
Center for Technology Innovation
Hitachi, Ltd. R & D Group
Yokohama, Japan
tadanobu.toba.ee@hitachi.com

Masanori Hashimoto
Dept. of Information Systems Engineering
Osaka University
Suita, Japan
hasimoto@jist.osaka-u.ac.jp

(CPUs) in terms of tasks per failure [1]. There are two types of
failure in GPUs: temporal failures such as soft errors (e.g., bit
flips in memory) due to environmental neutrons [2, 3] and
permanent failures such as stuck-at-faults and burnout. These
failures typically cause undesirable results leading to critical
accidents or huge losses [4, 5]. Temporal and permanent
failures originate from faults in the data units (such as
instruction caches and processing elements) or in the control
logics that control the flows of parallel computations. Recent
analyses of GPU instruction codes have suggested that control
logics are relatively more vulnerable than data units in terms of
the probability of faults in the hardware components resulting
in incorrect program outputs, i.e., silent data corruption (SDC)
[6, 7]. Hence, it is important to develop countermeasures
against failures not only in data units but also in control logics.

In terms of countermeasures on the hardware side,
redundancy-based techniques detect the control logic failures
by comparing program outputs from multiple modules.
However, these techniques need a few times the original
hardware resource and increase the total failure probability and
the number of system halts. On the software side, the control
logic failures can be detected by inserting signature codes into
program codes. Although the signature-based technique, which
was originally developed for CPUs, can be effective for
checking control flows by comparing the updated signature
value with the expected value at each checkpoint [8-10], it
significantly degrades the application throughput because
application calculations, signature calculations, and signature
comparison calculations are executed in sequence. For example,
the widely known signature-based techniques CFCSS [9] and
YACCA [10] degrade application throughputs to 62% and 36%,
respectively, for matrix multiplication applications [8]. Such
throughput degradation is unacceptable for applications that
require both high throughput and high reliability without any
penalty to the hardware resource.
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In light of the above background, we have developed a
software-based technique that concurrently detects GPU
control-logic failures in a running application while
maintaining its throughput. The key concept of our proposed
technique is that it concurrently executes application
calculations, signature calculations, and signature comparison
calculations. In section II, we describe the general GPU
architecture, the classification of GPU control-logic failures,
and the proposed technique for detecting GPU control logics.
In section III, we present a fault-injection test framework for
investigating the capability of detectable GPU control-logic
failures with the proposed technique. Evaluation results are
reported in section IV. We conclude in section V with a brief
summary.

II.  PROPOSED APPROACH

First, we discuss the general GPU computing framework.
Next, we discuss the classification of GPU control-logic
failures. Finally, we describe the proposed software-based
technique that concurrently detects one critical type of GPU
control-logic failure.

A. GPU architecture

Fig. 1 shows a conceptual drawing of a general CPU-GPU
framework based on NVIDIA GPUs utilizing the single-
instruction multiple thread (SIMT) architecture. The CPU
launches parallel-computing kernels while storing data in the
global memory as input data for parallel computations. The
GPU operates in accordance with instructions from the kernel
invoked from the CPU. Then, the instructions are distributed
from the instruction cache to the warp scheduler for warp
execution. The warp is a group of 32 threads that are
simultaneously executed in 32 cores. Each thread in one warp
is allocated to one core, and each core in the warp executes the
same instructions for the different data in a round-robin
fashion. Execution results are stored in the register file, after
which they are transferred to the L2 cache, global memory,
and CPU. Optionally, L1 cache/shared memory can be used
for more efficient data transfer. Even though this hardware
information is publically available, the details of the control
logics are not disclosed. Therefore, we refer to the architecture
of FlexGrip [11] based on the NVIDIA G80 GPU for
classifying the temporal failures in the control logics.

GPU
Kernel
CPU Instruction Cache
N
L2 Cache Y
L1 Cache/
Shared Memory
Data B Logic

Global Memory

Il Data Unit

Fig. 1 General CPU-GPU framework for parallel computing.
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Fig. 2 Three types of GPU control-logic failure.

B. GPU control-logic failure

Faults in GPU control logics lead to one of the following
results: (1) no effect on program outputs, (2) detected
unrecoverable errors (DUEs) such as application crashes and
system hangs, or (3) SDCs. (1) can be neglected, and (2) can be
detected by GPU drivers [12] or software watchdogs. We focus
on (3) since GPU control-logic failures leading to SDCs may
not be detected by GPU drivers or software watchdogs.

We classify GPU-control failures possibly leading to SDCs
based on FlexGrip. In FlexGrip, as shown in Fig. 2, the block
scheduler distributes block information (e.g., block index) to
the warp scheduler, and the warp scheduler then distributes
warp information (e.g., program counter (PC), active mask, and
warp state) to each warp. The PC is used for directing
instructions stored in the instruction buffer. The active mask is
used for executing only active threads in each warp. The warp
state is used for representing the states: ready, active, waiting,
or finished. On the basis of this hardware, we classify GPU-
control failures possibly leading to SDCs into three types:

®  Block-level failure: One thread block is not executed
or is executed abnormally. This failure may stem from
a fault in the data path or in the registers in the
schedulers.

®  Warp-level failure: One warp is not executed or it
does not execute instructions in the expected order.
This failure stems from a fault in the data path, PC, or
state.

® Thread-level failure: One thread in a warp is not
executed or is executed abnormally. This failure stems
from a fault in the data path or active mask.

The block information is transferred from the block scheduler
to each warp in several cycles when a kernel is launched. On
the other hand, the warp information remains in the warp
scheduler and is susceptible to failures during the application
execution time (> several cycles). Also, the probability of
faults in the warp scheduler resulting in SDCs can be higher
than that in the data unit such as register file and shared
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Fig. 3 Concept of proposed technique in terms of resource assignments.

memory [6]. Therefore, the frequency of block-level failure is
expected to be lower than the frequency of warp-level failure.
Moreover, compared to warp-level failure, thread-level failure
does not affect the program output significantly, since a warp
executes 32 threads (> 1 thread) simultaneously. Hence, we
focus on warp-level failure. Meanwhile, obtaining insights on
the frequency of each failure would be helpful for robust
system design and should be studied, but it is beyond the scope
of this work.

C. Proposed failure-detection technique

The concept of our proposed technique is shown in Fig. 3. In
original codes, before implementing our technique, all
available SMs and all threads are usually allocated to a specific
application. After the implementation, one SM is assigned for
diagnosing GPU control logics at the warp level, while the
remaining ones are assigned to the application. Here, two
threads in one warp (32 threads) are assigned for signature and
flag, respectively. In one warp, application, signature, and flag
threads execute the same code simultancously with one
common PC. The flag value is used to indicate that the warp is
ready to be diagnosed and updated after the calculated results
are written to the global memory. In one code, a conditional
instruction is implemented so that only the flag thread meets a
specific condition on the thread index and write the non-zero
flag value in the global memory. The signature thread executes
an identical application thread in the adjacent warp and write
calculated results to the global memory.

For example, when the flag value in warps 1 and 2 in block
1 is the same, the outputs from the signature thread in warp 1
and the application thread in warp 2 are compared with the
diagnostic kernel. The diagnostic kernel, which is launched
concurrently with the application kernel, compares the outputs
calculated with the application and signature threads repeatedly
during the application execution for detecting warp-level
failures. The calculated value is stored in the global memory so
that it can be compared with the diagnostic kernel. In addition
to cases where the comparison results are not the same, the
diagnostic kernel detects warp-level failure when the flag value
is not an expected value after the application execution. By
selecting programs to be executed based on user inputs, users
can enable or disable the diagnosis function in executing
applications.
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Fig. 4 Test flow for investigating warp-level failure detection capability.
III.  FAULT-INJECTION TEST FRAMEWORK

In this section, we introduce our test framework for
investigating whether the proposed technique can detect warp-
level failures.

Various fault injection frameworks have been developed,
and the abstraction level of fault injection is different
depending on the framework. Source and assembly (SASS)
codes can be used for reproducing warp-level failures most
accurately in cycle levels. However, SASS codes depend on
the GPU architectures, and it is time-consuming to derive
generalized results by injecting warp-level faults into the SASS
codes of various GPU architectures. We focus on parallel
thread execution (PTX) codes, which do not depend on the
GPU architecture. PTX codes are widely utilized for fault
injections [13,14]. For example, GUFI [13] can inject faults
into the active mask, PC, and warp state. However, the number
of GPU products to which GUFI is applicable is limited.
Therefore, we built an original test framework specialized for
simulating warp-level failures in GPU control logics.

Fig. 4 shows the test flow of simulating warp-level failures.
First, GPU codes with warp-level failure detection
functionality are divided into host code (e.g., C++ code) and
device code (e.g., CUDA code). For the host code, the kernel
launch setting is changed so that only one specific warp is
executed. Then, the device code is compiled to generate normal
PTX code. Then, based on the normal PTX code, abnormal
PTX codes that include a small piece of fault injection code are
generated. In this work, faults leading to warp-level failures are
divided into unexpected skipping of one instruction and
jumping of instructions. The skipping of one instruction during
the application execution due to faults in the warp state or PCs
is reproduced by adding instructions to the PTX codes that
disable one specific instruction once per application run. The
jumping from one arbitrary point to another arbitrary point
(excluding skipping) once per application run due to faults in
the PC is simulated by adding instructions to the PTX codes. In
this way, we generate abnormal PTX codes assuming all
possible points in skipping and start/end points in jumping.
Then, the normal and abnormal PTX codes are loaded from the
host code and executed one by one. We compared the
execution results from normal and abnormal PTX codes based
on the proposed technique to investigate the warp-level failure
detection capability.
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Fig. 5 Test results of matrix multiplication application for (a) skipping and
(b) jumping failures. Fault injection results were classified with
detectable during execution and detectable after execution with the
proposed technique, and masked (correct output).

IV. EVALUATION

In this section, we evaluate the proposed technique in terms
of its warp-level failure detection capability and application
throughputs. As a test vehicle, we used the NVIDIA Quadro
P2000 with eight SMs, each of which had 1024 cores.

A. Capability of detecting warp-level failure

We injected warp-level faults into two basic applications
with the functionality of detecting warp-level failures. For
simplicity, the applications did not use shared memory.

Fig. 5 shows the results of (a) skipping failures and (b)
jumping failures for the matrix multiplication application. For
skipping failures, we found that 48.8% of warp-level faults that
led to an incorrect program output value could be detected
during the application execution with the diagnostic kernel,
since the flag value was correct. However, 22.0% of these
faults could not be detected because the flag value was
incorrect and then a comparison with the diagnostic kernel
could not be triggered during application execution.
Interestingly, the 22.0% of warp-level faults all caused
program outputs of “0” including the flag value. Therefore, the
22.0% of warp-level faults could be detected after application
execution by checking the incorrect flag value with the
diagnostic kernel. The observed “0” program output was
probably because almost all of the GPU instructions dealt with
register or global memory addresses where the temporal or
final calculation results are stored. This observed “0” program
output is a critical issue when it comes to reliable GPU
operations since it may cause failures in, for example, detecting
objects in image processing applications. The remaining 29.2%
of the faults were masked and did not cause SDCs. Under all
fault-injection conditions, no termination of streams of
processes—applications, diagnostics, and data transfer
(read/write)—was observed. Hence, we could detect 100% of
the warp-level failures with the diagnostic kernel. As for the
jumping failures, we could detect 23.5% of warp-level faults
during the execution and 42.2% of warp-level faults (all “0”
program outputs were 98.7%) after the execution, and 34.3%
of warp-level faults were masked. Moreover, as with the
skipping failures, no termination of stream was observed.
These results demonstrate that the proposed technique can
detect 100% of the warp-level failures.

Fig. 6 shows the results of (a) skipping failures and (b)
jumping failures for the convolution application. In this
application, row-convolution and column-convolution kernels
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Fig. 6 Test results of convolution application for (a) skipping and (b) jumping
failures. Fault injection results were classified with detectable during
execution and detectable after execution with the proposed technique,
and masked (correct output).

were separately and sequentially launched. We injected warp-
level faults into the latter column convolution kernel. As with
the matrix multiplication application, all “0” program outputs
were observed, and 21.9% of the skipping failures (all “0”
program outputs were 80.3%) and 22.6% of the jumping
failures (all “0” program outputs were 81.6%) could be
detected after application execution. Similarly, no termination
of stream was observed. These results demonstrate that the
proposed technique can again detect 100% of the warp-level
failures. We can see from Figs. 5 and 6 that the ratios of
detectable during-execution, detectable after-execution, and
masked are highly dependent on the applications.

B. Application throughput and memory overhead

TABLE 1 shows the application throughputs. Here, “with
shared memory” means that shared memory was used as cache
for the global memory, while “without shared memory” means
the shared memory was not used. Experimental application
throughputs were measured using the NVIDIA Nsight profiler.
The time needed for diagnosing the flag value and thus
detecting warp-level failures leading to all “0” program outputs
after the application execution was included in the application
execution time. Note that the experimental application
throughputs were slightly increased with the use of shared
memory because the number of memory accesses to the global
memory while executing the application was reduced, and thus
the number of memory contentions was decreased. For a
matrix multiplication application, 78% of application
throughputs were 16% higher than those of a conventional
signature-based approach (62%, CFCSS [9])

TABLE II shows the global memory overheads. This table
highlights that the memory overheads involved with the
proposed technique were smaller than those of the
conventional double-modular redundancy technique which
necessitates the twofold memory resource. The global memory
overheads were determined by the number of global memory
locations additionally assigned for the kernels.

The results above demonstrate the effectiveness of the
proposed technique in terms of warp-level failure detection
capability, application throughput, and memory overhead. Our
proposed technique can be applied to various applications
merely by changing the original codes to assign the signature
and flag threads in each warp and launch the diagnostic kernel.
Our future work will apply the proposed technique to more
complex applications such as neural network-based inference
to investigate its scalability.
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TABLE L

APPLICATION THROUGHPUT FOR EACH APPLICATION.

Matrix multiplication (256 x 256) Matrix multiplication (512 x 512) Convolution (384 x 384)
Without shared With shared Without shared With shared Without shared With shared
memory memory Memory memory memory memory
71% 74% 76% 78% 68% 71%
TABLE II. GLOBAL MEMORY OVERHEAD FOR EACH APPLICATION.

Matrix multiplication (256 x 256)

Matrix multiplication (512 x 512)

Convolution (384 x 384)

Global memory overhead 16%

16% 19%

V. CONCLUSION

We have developed a software-based technique for safety- and
reliability-critical GPU applications that concurrently detects GPU
control-logic failures while the application is running. We
categorized GPU control-logic failures as block-level, warp-level,
and thread-level failures and focused on the warp-level failure
affecting 32 threads. Experimental results showed that the
proposed technique can detect warp-level failures leading to SDCs
while mostly maintaining the application throughputs. We ran an
application using the proposed technique and found that
concurrently  executed application calculations, signature
calculations, and signature comparison calculations achieved
throughputs of 78% for matrix multiplication. Application
throughputs were 16% higher than those of a conventional
signature-based approach for a matrix multiplication application.
We also developed a test framework and showed through PTX-
level fault-injection testing that 100% of warp-level failures can be
detected with the proposed technique both during and after the
running of matrix multiplication and convolution applications.
These results demonstrate that the proposed technique can detect
warp-level failures leading to critical SDCs where program outputs
all become “0”. These critical SDCs are important because they
may lead to failure in object detection for image processing
applications. Our proposed warp-level failure detection technique
with only 16% memory overhead for matrix multiplication
applications can apply to various GPU applications simply by
modifying the original GPU codes.
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