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Abstract—Software-based error detection techniques, which
includes EDM (error detection mechanisms) transformation, are
used for error localization in post-silicon validation. This paper
evaluates the performance of EDM for timing error localization
with 65-nm test chips assuming the following two EDM usage
scenarios; (1) localizing a timing error occurred in the original
program, and (2) localizing potential timing errors that vary
execution results. Experimental results show that the EDM
transformation customized for quick error detection detects 25%
of timing errors in the original program in the first scenario
and 56% of non-masked errors in the second scenario. However,
these hardware measurement results are not consistent with the
simulation results of our previous work. To investigate the reason,
we focus on the following two differences between hardware
and simulation; (1) design of power distribution network, and
(2) definition of timing error occurrence frequency. We update
the simulation setup for filling the difference and re-execute the
simulation. We confirm that the simulation and the chip mea-
surement results are consistent, which validates our simulation
methodology.

Index Terms—electrical timing error, software-based error
detection, EDM transformation, error detection

I. INTRODUCTION

Electrical timing error, which causes a system failure in a
logically correct design due to electrical property of the chip, is
becoming one of the most serious concerns in post-silicon val-
idation. Electrical timing errors originate from supply voltage
variation, temperature gradient, crosstalk noise, and so on [1],
and these factors fluctuate dynamically depending on the cir-
cuit operation, such as a program running on a processor, and
operation environment. In design time, accurately predicting
the occurrence of electrical timing errors and their conditions
is difficult, and hence unexpected electrical timing errors are
often observed in post-silicon validation.

Post-silicon validation gives a wide variety of test patterns
at various operating conditions. Once an unexpected system
behavior is observed, we start on analyzing the circuit opera-
tion. In this analysis, we need to (1) notice error occurrence,
(2) localize the error in place, e.g. ALU and cache controller,
and time, and (3) manifest the occurrence condition [1]. The
most efforts for this analysis are made in (1) and (2) [2], and
hence reducing these efforts is highly demanded.

Error occurrence is often detected by observing abnormal
behaviors, such as system crash, segmentation fault and invalid
op code. End-result-check, which compares the execution
result with the expected result, can be also used to find
error occurrence. The next step is error localization and it
is challenging, because the time interval between the error
occurrence and the detection of such an abnormal behavior is
quite long. It sometimes reaches billions of cycles [3]. Due to
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such a long error detection latency, it is difficult to know when
and where it occurred, since the trace buffer, which is often
used to record signals on a chip for post-silicon debug, has
limited record depth of, for example, thousands cycles [4].
Therefore, reducing the error detection latency is helpful to
facilitate the error localization. Assertion-based error detection
with additional hardware is also proposed [5], [6]. In this
approach, it is important when, where and how assertions are
inserted for efficient detection with smaller area overhead [7].

Another approach that reduces error detection latency is
software based approach, and QED (Quick Error Detection)
transformation [3] is one of the software based methods. QED
decomposes the input program into blocks and duplicates each
block within the program at assembly level. Also for every pair
of the original and duplicated blocks, QED inserts a register-
level consistency check that compares calculation results. With
this fine-grained checking, QED succeeded in dramatically
reducing error detection latency. Reference [3] reported that
for specific logic errors, QED improved error detection latency
by six orders of magnitude. This shorter error detection latency
helps improve the efficiency of post-silicon validation.

EDM (Error Detection Mechanisms) transformation [8] is
another software-based error detection approach that was origi-
nally proposed for detecting soft errors. Reference [8] reported
that for random bit flips injected to data memory the error
detection coverage was over 90%. In [9], the coverage of over
80% was achieved for a single bit flip occurred in registers.
EDM adds data and code redundancy to an input program
written in a high-level language (e.g. C and C++), and gener-
ates a special program. Here, various programs, e.g., random
instruction tests, architecture-specific focused tests, and end-
user applications such as operating systems and games, can
be given as an input program. The main advantage of EDM
transformation lies in the fact that it can be applied to a high-
level source code independent of the underlying hardware.
To detect errors affecting data, EDM duplicates each variable
in the program and adds consistency checks after every read
operation. Here, the consistency check after the read operation
makes the error detection latency longer while it is acceptable
for soft error detection. Therefore, [10] devised another EDM
implementation (EDM-L) that added consistency checks after
every write operation aiming at shorter error detection latency.
Reference [10] evaluated the effectiveness of the EDM-L
for electrical timing error with noise aware simulation [11]
supposing supply noise is the most primary source of electrical
timing errors. It is reported that EDM-L detected 86% of the
non-masked errors, i.e., errors that affected execution results,
within 1000 cycles whereas the original EDM detected 37%
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Fig. 1. Error detection by EDM transformation.

of the non-masked error within 1000 cycles.

On the other hand, in [10], the EDM performance for
electrical timing error is discussed only with simulation, and
no silicon results are reported. This paper newly evaluates
and reports the EDM performance for electrical timing error
localization using 65-nm test chips. In addition, we investigate
the reason of the inconsistency between the measurement and
simulation results and point out two possible reasons; (1) the
design of power distribution network, i.e., the magnitude of
dynamic power supply noise, and (2) the definition of timing
error occurrence frequency. By updating the simulation setup,
we confirm that the measurement and simulation results are
well correlated.

The rest of this paper is organized as follows. Section II
explains EDM transformations and examines the necessary
conditions in which EDM localizes an electrical timing error.
Section III presents performance evaluation of EDM with
fabricated test chips. Section IV examines the experimental
results and discusses the consistency between the measurement
and simulation results. Lastly, concluding remarks are given
in Section V.

II. LOCALIZING ELECTRICAL TIMING ERROR WITH EDM

This section explains EDM transformations, discusses two
scenarios of EDM usage in post-silicon validation, and de-
scribes the necessary conditions for error localization in each
scenario.

A. EDM transformation

To detect an error quickly after its occurrence, EDM con-
verts an input program to a special program using several
transformation techniques.

The EDM transformation and error detection described in
[8] are exemplified in Fig. 1. First, EDM divides an input pro-
gram into blocks and duplicates each block. The paired orig-
inal and duplicated blocks are aligned in sequence. Second,
for all the pairs of the original and duplicated blocks, EDM
inserts check instructions to compare the execution results.
Consequently, the EDM-transformed program executes the
original block, the duplicated block and the check instruction
in sequence for all the pairs of the original and duplicated
blocks. This transformation is performed at C/C++ level.

The original EDM transformation (EDM-O) in [8] is useful
for soft error detection, but it can be improved for shortening
error detection latency. The left figure of Fig. 2 illustrates such
an example. Suppose the memory write of variable a0 in the

bO;a1=b1; =b0; al=bl;
check(b0 == b1); Shortg check(a(IJ ==al);
! latency '
Long c0=a0;cl=al; c0=a0;cl=al;
latency Ny check(a0 == a1); check(c0 == c1);

Fig. 2. Difference of error detection latency between EDM-O (left) and
EDM-L (right).
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Fig. 3. Diversity is necessary to satisfy detectability.

first line failed. In this scenario, EDM-O checks read variable
[8], i.e., b0 and b1l. Accordingly, the memory of a0 is not
accessed for a long time and the inserted check is performed
after a long time elapses. To shorten the error latency, the
check should be performed immediately after the memory
write access (right figure of Fig. 2). Motivated by this, [10]
devised EDM-L (EDM for short Latency). EDM-L inserts
check instructions for every variable write. Consequently,
when an error occurs in the original block, we can expect
that the next check instruction detects the error occurrence.

Furthermore, to satisfy detectability in the EDM program,
the diversity between the original block and the duplicated
block is crucially important. If the original block and the
duplicated block are identical, the same error would occur
in both the blocks and the check instruction fails to detect
the error as illustrated in Fig. 3. In the EDM transformation,
the original blocks and the duplicated blocks often split
the memory space to gain the diversity, where the different
memory addresses are expected to have different access times.
EDM can include various transformations to maximize the
diversity.

B. EDM usage scenarios and necessary conditions for error
detection

In this section, we list two EDM usage scenarios in post-
silicon validation and discuss the necessary conditions that
EDM needs to satisfy in each scenario.

We use the following two scenarios considered in [10].

Scenario1:

When an original program was running, an electrical
timing error occurred. We want to localize this error
using EDM transformation.

Scenario2:

We want to localize potential errors that vary execu-
tion results.

First, we examine the necessary conditions for the first sce-
nario. In Scenario1, EDM should satisfy the two conditions
below simultaneously (Fig. 4).

CONDI:

EDM-transformed program reproduces the error
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which occurred in the original input program.
COND2:

EDM gives enough diversity so that the paired orig-

inal and duplicated blocks output different computa-

tional results.

The first CONDI1 condition is necessary to investigate the
root cause of the error observed in the original program. To
reproduce the error occurrence, the EDM-transformed program
should maintain the similar behavior of the original program. If
EDM does not reproduce the same error, the error localization
of the original program is impossible.

The second COND?2 is the fundamental condition for EDM
to work. If the original and duplicated blocks output the
same wrong values, the inserted check instruction misses the
error. Focusing on the second COND?2 condition, dynamically
fluctuating factors, such as supply noise, might help increase
the diversity. The diversity originates from the timing char-
acteristics of the fabricated chip under test and dynamically
fluctuating factors. For example, power supply noise varies
depending on the running program, which may improve the
diversity.

On the other hand, CONDI1 is thought to become more
difficult to satisfy as dynamically fluctuating factors become
more significant. The supply noise, for example, of the chip on
which the original program is running can be different from the
noise of the EDM-transformed program. In this case, the error
observed in the original program may disappear in the EDM-
transformed program, and a new error may arise at another
program location.

As stated above, Scenariol requires that both CONDI
and COND2 are satisfied. The next section experimentally
investigates whether these two conditions are satisfied with
65-nm test chips, and compares the measurement results with
simulation results shown in [10]. In Scenario2, the error ob-
served in the original program does not need to be reproduced.
Moreover, inducing a new error could be preferable since
potential errors could be localized. Therefore, CONDI1 is not
necessary. Only COND2 needs to be satisfied. The necessary
condition for Scenario2 is the subset of the condition for
Scenario1 and hence the experiments for Scenariol are valid
for Scenario2 as well.

III. EXPERIMENTAL EVALUATION OF EDM
TRANSFORMATION

This section experimentally investigates whether EDM
transformation works well in Scenario1 and Scenario2 with
65-nm test chips.

COND2: diversity

Diversity is large enough not
to induce errors in both blocks
(Both scenarios should satisfy)

v

Original block Original
Duplicate
Check

COND1: reproducibility

EDM transformation reproduces
errors of the original block
(Only scenairol should satisfy)

Fig. 4. Two conditions for EDM to localize electrical timing error in
Scenario1.

A. Measurement Setup

First, we explain the experimental setup. We used a 32-
bit embedded processor (Toshiba MeP processor) implemented
and fabricated in 65-nm CMOS technology. The chip size is
42 mm x 2.lmm.

We took three C-language benchmark programs, dijkstra,
cre, and sha from MiBench [12] as original input programs.
We implemented an EDM translator and used this translator
to get full-EDM-L programs.

Fig. 5 shows the measurement setup consisting of a test
chip, a DUT board, a DC voltage source and a PC. The
packaged test chip is mounted on a DUT (device under test)
board. The DUT board, which also includes a Stratix III
FPGA and SDRAM, is used as a logic analyzer and a pattern
generator. For example, the data that should be stored in the
instruction memory and the data memory of MeP processor
is first transferred from the PC to the DUT board through
the USB cable, and then the data is loaded to the on-chip
SRAMs. After the program execution of MeP processor, the
data in the on-chip data memory is downloaded to the PC
through the DUT board. We also use an external DC source
(Agilent6611C) to supply the voltage to the test chip.

With this setup, we can obtain the shmoo plot taking the
following procedure. In each measurement, we set the clock
frequency and supply voltage given to the test chip. Then, the
data upload, the program execution and the data download
are executed. When the downloaded data is identical to the
expected data, the program execution is thought to be correct.
When there is inconsistency, it is thought that the program
execution failed. This measurement is repeated sweeping the
clock frequency and supply voltage. We obtained the shmoo
plots of the original and EDM-L programs (dijkstra, crc, and
sha) for five test chips. The frequency interval was 5 MHz
and the supply voltage was swept between 1.0 and 1.4 V
with 0.1 V interval. Figs. 6 and 7 are the shmoo plots of
the fastest and slowest test chips among the five chips, where
the sha-full-EDM-L program was executed. Even while the
five chips were taken from the same wafer, the chip speed is
different. Here, we define a term of FMAX. For each program
execution, each chip and each supply voltage, we can find the
FMAX at which the execution result starts to be incorrect.
This frequency is defined as the FMAX. For example, in the
shmoo plot of Fig. 6, the FMAX at 1.0 V is 225 MHz, which
is 15 MHz lower than that in Fig. 7.

DC voltage source
Supply voltage alternation

Supply the voltage
_ Data/results download

PC
3 T
Test chip DUT board  Data upload + [
Clock frequency alternation
Fig. 5. Die photo of test chip and measurement setup.
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B. Performance Evaluation Procedure

In this work, we focus on the first error that affects the
execution result and check whether EDM satisfies CONDI1
and COND2.

For this purpose, we need to know when the timing error
occurred. However, in the hardware it is difficult to know in
which clock cycle the timing error occurred unlike the simu-
lation. Therefore, we take the following evaluation procedure.
We change the clock frequency during the program execution
as shown in Fig. 8. The program execution starts at 10 MHz,
and the processor initialization completes at this frequency.
Note that 10 MHz is low enough for the correct processor
operation. When the user program execution starts, the clock
frequency is changed to the FMAX. After Ny, clock cycles
have passed, the clock frequency is again changed to 10 MHz.
Under this configuration, if the execution result is incorrect,
we can know the first error occurred within the first Nyqq¢
cycles. If the execution result is correct, no error occurred. We
repeat this measurement by changing Ny, in binary search
manner and finally identify the clock cycle when the first error
occurred.

Besides, when we decomposed the program into blocks,
we numbered the blocks from the beginning. We can know in
which block the first error occurred from Ny,s;. We regard
the difference of the error occurrence block numbers as the
proximity of error occurrence locations in a similar way to
[10]. When the difference is zero, the timing error is repro-
duced at the same block in the EDM-transformed program
and CONDI is satisfied. COND2 was evaluated by checking
whether the program was terminated by the check instructions.

If the checker works, we subtract the error occurrence clock
cycle from terminated clock cycle of the program and obtain
the error detection latency.

C. Evaluation Results

Fig. 9(a) shows the ratio of the samples that satisfied
CONDI1 of reproducibility and COND2 of detectability. For
every timing error that affected the execution result in the
original program, we checked if CONDI1 and COND2 were
satisfied in the EDM-transformed program. The chip mea-
surement result shows that 25% of the errors in the original
program can be reproduced and quickly detected.

On the other hand, in the simulation result of [10], which
is shown in Fig. 10(a), EDM could not satisfy COND1 and
COND?2 simultaneously. In addition, the proportion that only
COND1/COND?2 is satisfied differs between the chip measure-
ment and simulation. These differences will be discussed in
the next section.

1) CONDI: Fig. 9(b) shows the proximity of the errors
occurred in the original and the EDM transformed dijkstra,
crc and sha programs in the chip measurement. In our chip
measurement, 66% of errors in crc and 20% of errors in
dijkstra were reproduced. On the other hand, in sha, no
errors were reproduced. As a whole, EDM-L reproduced 29%
errors in the chip measurement whereas 4% of errors were
reproduced in the simulation as shown in Fig. 10(b). These
differences of the reproducibility are supposed to be due to
the following two reasons.

The first reason is the difference in the power distribution
network (PDN) between the simulation model and the hard-
ware. In the simulations of [10], ten different PDNs are used
for the simulation to evaluate the performance against various
supply noises, and they are not prepared aiming to model the
test chip.

The second reason is the definition difference of the FMAX
of the error occurrence between the simulation and hardware
measurement, whereas MeP processor was operated at the
FMAX in both the simulation and hardware measurement. In
the simulation, the FMAX was defined as the frequency at
which a timing error started to occur at a flip-flop no matter
whether the timing error affected the execution result or not
(i.e. no matter whether it is masked or not). Hereafter, this
FMAX is called as the FMAX of timing error. On the other
hand, in the chip measurement, the FMAX was defined as the
frequency at which timing errors started to affect the execution
result, because the FMAX of timing error is difficult to obtain
in the hardware measurement. This FMAX is called as the
FMAX of incorrect execution. Here, the FMAX of incorrect
execution is equal to or higher than that the FMAX of timing
error. In other words, we executed the original and the EDM
programs at higher frequency in the measurement compared
to [10]. Fig. 11 exemplifies the cycle time difference between
the FMAX of timing error and incorrect execution. This result
was obtained by the simulation with EDM programs. We can
see that 70% of the samples have > 0.2 ns difference.
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Fig. 9. Results of chip measurement. (a) COND1+COND2(Scenariol), (b))COND1, and (¢)COND2(Scenario2).
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Fig. 10. Results of simulation in [10]. (a)CONDI1+COND2(Scenariol), ())CONDI, and (c)COND2(Scenario2).

2) COND2: Next, COND?2 is examined. We first catego-
rized the measured samples into detected samples and not de-
tected samples. In [10], not detected samples were categorized
into silent errors and masked errors, where silent errors are the
errors that affected the execution results and were not detected
by EDM, and masked errors are the errors that did not affect
the execution results and were not detected by EDM. On the
other hand, in this chip measurement, we focused on the errors
affecting the execution result, and hence not detected samples
correspond to silent errors.

Fig. 9(c) shows the proportions of detected errors and
silent errors in the chip measurement. For detected errors, the
histogram of the error detection latency is presented. From
Fig. 9(c), we can see that 56% of the errors are quickly
detected and 33% are silent errors. Fig. 10(c) is the simulation
results of COND2 in [10], and it shows that 86% of the non-
masked errors were detected within 1000 cycles. The EDM-
L performance of detecting electrical timing errors affecting
execution result in [10] is higher than in the chip measurement
(86% versus 56%).

60

)

% 40

.*c:u M crc

e 20 M dijkstra
0 sha

0.2ns 0.4ns 0.6ns 0.8ns
Difference of cycle time

Ons 1ns

Fig. 11. Histogram of cycle time difference between FMAX of timing error
and incorrect execution.
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IV. SIMULATION UPDATE

The experimental results in the previous section show that in
the chip measurement, CONDI is more satisfied and COND2
is less satisfied compared to the simulation in [10]. The
possible reasons of these differences are (1) the difference of
the power distribution network, and (2) the difference of the
FMAX definition, as described in the previous section. In this
section, we improve the correlation between the measurement
and simulation by updating the simulation setup taking into
account these two possible reasons.

A. Simulation Update Setup

Firstly, we update the power distribution network. The
chip measurement results in the previous section lead to a
hypothesis that the supply noise in the test chip is smaller than
that in the simulation and hence the errors are more likely to
be reproduced in the chip measurement. To verify the above
hypothesis, we suppose the test chip has ideal PDN as an
extreme case. In other words, we execute the simulation based
evaluation similarly to [10] except that the supply voltage is
fixed and the supply noise is zero.

Secondly, we update the definition of the FMAX. In the
chip measurement, the FMAX of incorrect execution was used
while the FMAX of timing error was used in the simulation in
[10]. To clarify the difference originating from this difference
of FMAX, we applied the FMAX of incorrect execution to
the simulation. In the simulation here, the FMAX of incorrect
execution was searched with 200 ps interval, which is also
similar to the measurement setup.

In this simulation, we prepared 3 programs and 10 chips,
which were virtually fabricated by Monte-Carlo method as
similar to [10], and hence totally 30 samples are evaluated.
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Fig. 12.  Simulation results with ideal PDN. FMAX of incorrect execution
is used for evaluation. (a) Scenariol, and (b) Scenario2.

B. Updated Simulation results

Fig. 12(a) shows the result for Scenario1. Figs. 12(a) and
9(a) indicate that the proportions that both reproducibility and
detectability are satisfied are almost the same and they are 23%
in the simulation and 25% in the chip measurement. We can
also see that the portions of only reproducibility/detectability
is satisfied and neither satisfied are consistent between the
simulation and chip measurement.

Fig. 12(b) shows the Scenario2 results. 43% of the errors
are quickly detected and 13% are silent errors. Comparing
Fig. 12(b) with Fig. 9(c), we can see that detectability for the
non-masked error is similar, that is 43% in the simulation and
56% in the chip measurement.

In addition to the above simulation, other two update
situations were evaluated; (1) only PDN was updated, i.e,
simulation with ideal PDN and FMAX of timing error, (2)
the definition of FMAX was solely updated, i.e., simulation
with PDN in [10] and FMAX of incorrect execution. In the
simulation of (1), the proportion of CONDI satisfaction was
13% and the detectability for non-masked errors was 70%. In
(2), the proportion of COND1 satisfaction was 0% and 38% of
non-masked errors were quickly detected. In these simulations,
the proportion that reproducibility and/or detectability for non-
masked errors were satisfied was still inconsistent with chip
measurement.

Based on the discussion above, we can conclude that the
simulation with ideal PDN and FMAX of incorrect execution
reproduced the chip measurement results. This means that
the supply noise in the test chip is smaller than that in the
simulation, which is quite natural since the test chip was not
designed for the purpose of EDM performance evaluation and
hence the PDN was robustly designed.

V. CONCLUSION

This work experimentally evaluated the error detection per-
formance of the EDM transformation, which is one of C-level
code transformation, for supply noise induced timing errors.
To discuss the effectiveness of EDM for electrical timing error
localization, we supposed two EDM usage scenarios; localiz-
ing an electrical timing error occurred in the original program
(Scenario1), and localizing potential timing errors varying
execution results (Scenario2). We experimentally evaluated
the error detection performance in these two scenarios with a
65-nm test chips. Experimental results showed that the EDM
transformation quickly detected 25% of electrical timing errors
in the original program in the first scenario. In the second
scenario, 56% of non-masked errors was detected. On the other
hand, these measurement results were not consistent with the
simulation results in the previous work. We found that this
inconsistency came from (1) the design of power distribution
network, and (2) the definition of FMAX used for evaluation.
By updating the simulation setup, we confirmed that the EDM
performance evaluated by the simulation was consistent with
that by the chip measurement.
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