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Abstract—This paper presents an oscillator-based true random
number generator (TRNG) that automatically adjusts the duty
cycle of a fast oscillator to 50 %, and generates unbiased random
numbers tolerating process variation and dynamic temperature
fluctuation. Measurement results with 65nm test chips show that
the proposed TRNG adjusted the probability of ‘1’ to within
50 ± 0.07 % in five chips in the temperature range of 0 ◦C to
75 ◦C. Consequently, the proposed TRNG passed the NIST and
DIEHARD tests at 7.5 Mbps with 6,670 μm2 area.

I. INTRODUCTION

Random number generation is an underlying technology to

accomplish highly secure systems. For such systems, a true

random number generator (TRNG), which produces random

number from physical random sources, is suitable due to its

inherent unpredictability of output bits.

Probability of ‘1’ occurrence, p, is the most significant
criterion indicating the randomness, and it should be 49.875 %

≤ p ≤ 50.125 % to pass the frequency test of NIST tests [1].

Process variation, temperature fluctuation, and power supply

noise easily make the probability exceed the acceptable range.

Oscillator-based TRNG, which utilizes jitter of oscillators as

a randomness source, is a popular method for generating true

random numbers (e.g. [2]). This is because it simply consists

of digital circuits, i.e. oscillators and a sampler and hence the

oscillator-based TRNG is easy to implement, process-portable,

and process-scalable. In addition, the TRNG is inherently

tolerant to deterministic supply noises [3].

This paper proposes an oscillator-based TRNG which dy-

namically adjusts the duty cycle of the oscillator for unbiasing

the output random bits. Thanks to this unbiasing, the proposed

TRNG attains robustness to the process and temperature

variations in addition to the deterministic noises.

II. PROPOSED OSCILLATOR-BASED TRNG

Figure 1 shows the proposed oscillator-based TRNG with

the duty cycle correction [4]. The fast oscillating signal is sam-

pled with the jittery slow clock. An output being determined

by a time when the clock rises, the randomly fluctuating rise

edges of the slow signal result in a random bit stream. Then,

the duty cycle of the fast oscillator determines the probability

of 1 occurrence. In the proposed TRNG, the duty cycle
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Fig. 1. Block diagram of the proposed TRNG.
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Fig. 2. Block diagram of duty cycle monitor.

correction is enabled by the duty cycle monitor, the duty cycle

corrector and the corrector controller. The duty cycle monitor

outputs a digitized number representing the duty cycle. The

controller receives the digitized monitor output, and looks

up the target monitor output from the table whose key is

temperature. Then, the controller outputs a control signal to

the duty cycle corrector so that the monitor output gets close

to the target output.

The duty cycle corrector is a programmable delay cell

whose propagation delay for rising input is controllable while

the delay for falling input is constant. The duty cycle corrector

consists of a coarse corrector and a fine corrector. Both the cor-

rectors have the same circuit topology, but their resolutions are

designed differently via transistor sizing. The coarse corrector

is configured statically, and it compensates the bias originating

from process variation. The fine corrector is automatically

controlled by the corrector controller for coping with dynamic

temperature fluctuation.

Figure 2 shows a block diagram of the duty cycle monitor.

While the P-type and N-type DDCs, which have complimen-

tary structures, receive the same fast oscillating signal, the

rise transition timings at the outputs are different. The time

difference between the two rising edges of the P-type DDC and

the N-type DDC becomes larger as the duty cycle increases.

The important point here is the time difference represents the

duty cycle. The time difference is digitized by the Vernier

TDC and then is given to the controller.

The DDC includes serially-connected DDC units, and in

this work each DDC consists of four DDC units (Fig. 2). The

P-type DDC unit receives the signal from the fast oscillator

(fast) and positive and negative resets (rst and xrst), where rst
and xrst are generated from the signal of the slow oscillator.
In the first DDC unit, xin is equal to rst, and in the other
DDCs, xin is connected to out of the previous unit. In an initial
state, xrst is LOW, and rst and xin of the first unit are HIGH,
and thus CM2 is charged through M4 and CM5 is discharged

through M3. After that, xrst changes to HIGH, and rst and xin
of the first unit become LOW. In this situation, M1 and M2

charge CM5 while fast is LOW. The transistors of M1 and M2
cannot fully charge CM5 within a cycle of fast, and the voltage
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Fig. 3. Chip photo.

TABLE I
COMPARISON WITH OTHER TRNGS.

Bucci2003[7] Bucci2008[2] Pareschi2010[8] Srinivasan2010[6] This work

Principal Direct amp. Oscillator-based Chaos-based Metastable-based Oscillator-based

Technology 180 nm 90 nm 180 nm 45 nm 65 nm

Area normalized to 45nm 1,563 μm2 3,250 μm2 7,875 μm2 4,004 μm2 3,335 μm2

Throughput 40 Mbps 1.74 Mbps 80 Mbps 2.4 Gbps 7.5 Mbps

NIST SP800-22

Randomness FIPS140-1 AIS31 Entropy eval. NIST SP800-22

Assessment Knuth Entropy eval.
NIST SP800-22

Autocorrelation eval. DIEHARD

Run length eval.

Post processing XOR LSFR - - -

(b)(a )

(0.25 %)

w/o bias correction
proposed

w/o bias correction
proposed 

Fig. 4. (a) Maximum error of probability of ‘1’ (b) Minimum entropy.
Temperature is changed from 0 ◦C to 75 ◦C.

at node nm increases gradually rather than stepwise, because

the frequency of fast is high and the RC product of CM5 and

the series on-resistances of M1 and M2 is much larger than

the cycle time of the fast oscillator. This gradual charging

enhances the time resolution of the proposed monitor. In the

meantime, the voltage at nm exceeds the threshold voltage of

M5, and M5 turns on. CM2 is discharged through M5, and

then, LOW signal is output to the next DDC unit.

It should be emphasized that the proposed monitor estimates

the duty cycle for every random bit generation, and hence the

proposed TRNG can cope with faster dynamic environmental

fluctuation compared to conventional output bit sampling.

III. MEASUREMENT RESULTS

The proposed TRNG was fabricated with a 65 nm CMOS

process. Figure 3 shows a chip photo of the implemented

TRNG. The oscillators, the duty cycle monitor, the duty cycle

corrector and the sampler were implemented on the chip, and

the total macro cell area is 6,500 μm2. The corrector controller

and the table of the target monitor outputs were implemented

with FPGA and a discrete thermal sensor was employed. The

throughput was determined to make the slow oscillator have

enough jitter [5].

Figure 4 (a) shows the maximum errors from 50% with and

without the bias correction. Five TRNGs on different chips

were measured. Temperature was changed from 0 ◦C to 75 ◦C.
The proposed TRNG effectively reduces the error to 0.07 %.

Figure 4 (b) shows the minimum entropy with and with-

out the correction. The proposed TRNG attained more than

0.999999 of entropy in the five chips even under temperature

variation, while the entropy without bias correction degraded

significantly. Thus, the proposed TRNG attained process and

temperature tolerance.

In addition, we confirmed that the measurement time of

the proposed monitor was 4,100 times as short as that of the

random sampling. From another point of view, the proposed

monitor attained 70 times higher accuracy when the measure-

ment time is one cycle of the slow oscillator.

The implemented TRNG with the proposed 0/1 bias corre-

lation successfully passed all the NIST and DIEHARD tests.

Table I shows the performance comparison to other recent

TRNGs. The proposed TRNG passed NIST test with a small

area without using post processing. In addition, this work

has a significant advantage that the TRNG is tolerant to

process variation and temperature fluctuation in addition to the

robustness to deterministic noises [3], whereas these tolerance

and robustness are not clearly demonstrated in the previous

publications except [6].

ACKNOWLEDGMENT

This work is supported by SCOPE program of Ministry

of Internal Affairs and Communications. The VLSI chip has

been fabricated in the chip fabrication program of VDEC, the

University of Tokyo in collaboration with STARC, e-Shuttle,

Inc., and Fujitsu Ltd.

REFERENCES

[1] A. Rukhin, et al., “A statistical test suite for the validation of
random number generators and pseudorandom number generators
for cryptographic applications,” NIST, pub.800-22rev1a, 2010.

[2] M. Bucci and R. Luzzi, “Fully digital random bit generators for
cryptographic applications,” IEEE TCAS-I, vol. 55, no. 3, pp.
861–875, 2008.

[3] C. S. Petrie and J. A. Connelly, “Modeling and simulation of
oscillator-based random number generators,” ISCAS, vol. 4, pp.
324–327, 1996.

[4] T. Amaki, et al., “A Process and Temperature Tolerant Oscillator-
Based True Random Number Generator with Dynamic 0/1 Bias
Correction,” A-SSCC, pp. 133–136, 2013.

[5] T. Amaki, et al., “A Worst-Case-Aware Design Methodology for
Noise-Tolerant Oscillator-Based True Random Number Generator
with Stochastic Behavior Modeling,” IEEE TIFS, vol. 8, no. 8,
pp. 1331–1342, 2013.

[6] S. Srinivasan, et al., “2.4 GHz 7mW all-digital PVT-variation
tolerant true random number generator in 45nm CMOS,” Sympo-
sium on VLSI Circuits, pp. 203–204, 2010.

[7] M. Bucci, et al., “A high-speed IC random-number source for
smartcard microcontrollers,” IEEE TCAS-I, vol. 50, no. 11, pp.
1373–1380, 2003.

[8] F. Pareschi, et al., “Implementation and testing of high-speed
CMOS true random number generators based on chaotic sys-
tems,” IEEE TCAS-I, vol. 57, no. 12, pp. 3124–3137, 2010.

1S-2

5



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


