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Abstract—Debugging electrical timing bugs consumes a sig-
nificant portion of validation efforts. The main cause of this
problem is that electrical bugs appear as one-cycle bit-flips
under only a certain operating condition such as voltage,
temperature and frequency. In addition, run-time detection of
a suspicious electrical bug is drawing attention for enabling
voltage over-scaling and/or ensuring reliable operations. In this
work, we focus on power supply noise as a primary cause
of electrical bugs and propose a supply voltage sensor which
achieves one-shot and every-cycle sensing. The proposed sensor
can provide cycle-accurate voltage variation for detecting and
debugging electrical bugs. The performance of the sensor is
evaluated on an FPGA, and the measured voltage resolution
is 29mV. An observed correlation between sensing results and
a processor failure suggests the utility of the proposed sensor
for debugging.
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I. INTRODUCTION

In the past decades, the integration density of integrated
circuits (ICs) has grown exponentially, which brings amaz-
ing performance improvement and explodes IC usages.
Microprocessors, which have good programmability, are
used for various applications, but in some cases, the power
consumption is too high or the computational performance
is not high enough. In such situations, application-specific
integrated circuits (ASICs) have been developed and used
for particular applications. However, Non-Recurring Ex-
pense (NRE) costs including design and mask costs are
increasing as technology advances, and now a small-quantity
production cannot afford to pay the NRE costs. Due to this
tendency, FPGAs, which have both high programmability
and cost efficiency for a small-quantity production, are
expected to be used not only for prototype implementation
and low-performance products but also high-end products
that require high clock frequency operation.

In pursuing the performance of a circuit implemented on
an FPGA, the design margin should be minimized to exploit
the inherent performance of FPGA devices. However, in
such a situation, electrical timing failures sometimes happen.
Once an electrical timing failure appears, time-consuming
hardware debugging and validation must be carried out.
Here, an electrical timing failure is a bug that arises even
though the circuit is logically correct, and it is infrequently
caused by dynamic events such as fluctuation of supply
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voltage and temperature. The electrical failure arises as a
bit flip in a certain cycle, and is likely to appear in paths
with small timing slacks. However, it arises only under a
certain situation and its reproduction is difficult. Therefore,
it is hard to debug the electrical timing failure.

There are many works that equip a sensor on a chip
and use sensing results for run-time performance guaran-
tees [7]-[10]. For power integrity verification, there are
many proposals of on-chip noise sensors used for power
grid analysis [1]-[4] and correlation analysis with timing
failures [11]. On the other hand, for FPGAs, temperature is
often measured by measuring ring oscillator frequency (such
as [12]). The ring oscillator frequency also includes supply
voltage information [13]. However, the ring oscillator tells
us the average voltage while it is running, and cannot snap
short-time voltage drops that cause electrical timing failures.
Improved ring oscillator based sensors have been proposed
in [5], [6]. However, they require repetitive noise production
since they work as a sampling oscilloscope, and hence they
cannot be used for detecting one-short voltage drops. Thus,
a sensor which can sense voltage fluctuation every cycle
and can be integrated on FPGAs is highly demanded to
obtain helpful information for the debug of the electrical
timing failure. In addition, such a sensor is also useful
for detecting a suspicious operation and re-executing the
operation similarly to [10].

This work proposes a real-time supply voltage sensor
which can be easily implemented on ASICs and FPGAs
and measure supply voltage fluctuation at every cycle. The
proposed sensor can detect short-time one-shot voltage drops
resulting in electrical timing failures. The proposed sensor
is integrated on an FPGA and its performance and utility for
debugging are experimentally demonstrated.

The rest of this paper is organized as follows. Section
2 describes structure and operation of the proposed sensor
and analytically discusses the sensor resolution. Section
3 presents measurement results of the sensor. Concluding
remarks are given in Section 4.

II. REAL-TIME SUPPLY VOLTAGE SENSOR

A. Sensor Structure and Operation

An electrical timing failure caused by environmental
fluctuation, such as supply voltage drops, arise as a bit flip
at a certain cycle. In order to investigate the correlation
between environmental fluctuation and timing failures, a
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Figure 1. Proposed real-time supply voltage sensor and its operation.

supply voltage sensor that can measure cycle-by-cycle sup-
ply voltage fluctuation is required. In addition, the output of
the supply voltage sensor can be used as a trigger signal to
stop logging internal operations into trace buffer [14], or a
retry signal suggesting a suspicious operation to re-execute
[10]. Thus, the sensor is useful for debugging timing failures
in silicon validation and detecting potential timing failures
in concurrent error checking.

Figure 1 shows the proposed real-time (cycle-by-cycle)
supply voltage sensor consisting of a delay chain and a time-
to-digital converter (TDC). Flip-flops (FFs) in the TDC are
connected in parallel. A clock signal that comes from a PLL
is guided to the delay chain and the clock line. The output
at each stage of the delay chain is connected to D terminal
of an FF. The voltage sensing is performed as follows:

1) The first positive edge (E1) is given to the clock line
and the delay chain. The edge propagates through the
delay chain.

Subsequently, the negative edge (E2) is given and it
propagates through the delay chain in the same way
as El.

When the next positive edge (E3) is delivered to CLK
terminal of FFs, the stage outputs of the delay chain
are latched into the FFs.

Npassed> Which is defined as the number of FFs which
E1 passed through, depends on the supply voltage because
the propagation delay of each delay element in the delay
chain is dependent on the supply voltage. When the supply
voltage is high, Njq,scq increases due to the decrease in the
propagation delay (Upper case in Figure 1). On the other
hand, Npqsseq decreases when the supply voltage is low
(Lower case in Figure 1). Therefore, Npqsseq includes the
supply voltage information. We prepare a table describing a
relation between N),,45¢q and the supply voltage beforehand.
In the sensing, Npqsscq measured at each clock cycle is
converted into the supply voltage by looking up the table.

2)

3)
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A feature of this sensor is that it senses the supply
voltage at every cycle by only a single sensor. In this sensor,
the clock signal is given to the delay line and latched in
FFs, which makes it unnecessary to reset the latched value.
Therefore, the proposed sensor can measure the voltage at
every cycle.

Moreover, measuring Np,sseq has another good aspect.
Npassed 15 determined by the average supply voltage in the
duration when the edge of interest is propagating, and the
duration is equal to the clock cycle. Therefore, Npussed
means the average supply voltage within a clock cycle.
On the other hand, the path delays of speed liming paths
are close to the cycle time, and hence they are correlated
with the average supply voltage. Thus, measuring Npgsseda
is well suited to the purpose of detecting and debugging
setup timing failures.

B. Voltage Resolution

Let us analytically discuss the performance of the pro-
posed sensor, i.e. the voltage resolution. Here, the voltage
resolution is defined as the voltage variation that is needed
to increment Np,sseq from n to n+1. First, suppose Npgssed
= n under the following condition:

o Clock cycle time is T.
o Supply voltage is V4.
This situation can be expressed as below.
T T(Vag — Vin)®
n=|g) =l
d g
where d is the propagation delay of a delay element, and it
is approximately expressed as d = w CMOS gate
delay [15]. V;p is threshold voltage of MOSFETs, and «

and 3 are coefficients found in [15]. Equation (1) can be
expressed as an inequality below.

T (Vag — Vin)®

IR ey

n< <n+1. 2
g
By multiplying —1, the inequality becomes
T(Via — Vin)®
—(n+1)<—M§— (3)

B

We next suppose that Npqsscq become n+1 due to a small
voltage increase by A.
T(Vag + A — Vip)®
B
T(Vaa + A = Vip)®
B

By adding Equations (3) and (5), we obtain an inequality
below.

n+l=| J )

n+1< <n+2 (&)

T(Vag + A = Vi)
B

T (Vag — Vi)™
B

0< <2. (6)



Equation (6) is transformed in terms of A.

2
(Vaa—Ven)® < (Vag+A—=Vin)* < (Vdd—Vth)a+?ﬁ ©)

2
Viaa = Vin < Vaa+A—=Vip <{(Vag = Vin)* + ?B}é (8)
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Vaa—Vin) 9

The right term of Equation (9) represents the voltage res-
olution of the proposed sensor. This expression indicates
that the voltage resolution is less dependent on V4 and Vi,
and it is mostly determined by S and 7', where [ is the
technology and transistor specific parameter. This means that
the proposed sensor is expected to have a good linearlity.
Besides, we can see that the resolution becomes finer as T’
becomes large. This is because larger 1" corresponds to larger
Npassea and the accumulated delay decrease in Npgsseq
elements is easier to exceed the delay of a delay element.
This analytic estimate of the voltage resolution is compared
with measurement results in the next section.

III. MEASUREMENT RESULTS
A. Voltage Resolution of Supply Voltage Sensor

We implemented the proposed supply voltage sensor on
an FPGA and evaluated the voltage resolution. We used a
custom Stratix Il device board as a DUT (device under test)
board, which is shown in Fig. 2. The supply voltage given
to the DUT board can be changed externally. On the DUT
board, an A/D converter is integrated to measure the supply
voltage outside the FPGA. The implemented supply voltage
sensor consists of 256 FFs !. As for the delay elements,
we did not insert additional elements intentionally, since
switches and buffers are inserted unintentionally and behave
as delay elements due to inherent FPGA structure. These
FFs are placed manually to make the layout regular. A clock
signal of 139.7 MHz is given.

To evaluate the voltage resolution, we derived the relation
between Nj,sseq and supply voltage. We varied the supply
voltage from 0.9V to 1.4V by 10mV. Figure 3 shows the
measurement results, and a linear fitting is also plotted
with a dotted line. The voltage resolution of the proposed
supply voltage sensor, which corresponds to the slope of the
fitted line, is 29 mV. For an approximate measurement, this
resolution can be used instead of the look-up table.

To validate the measurement result, we calculated the
analytic estimates given in Equation (9). We supposed o =
1 and Vi, = 0.2, where they are not disclosed by FPGA
vendor. As for 3, we estimated 8 = 1.5 1070 from a
measurement result. Another unknown factor in FPGA is the
latency between the clock signal given to FFs and that given
to the delay chain. We assumed that this latency was 0.37".
While there are unknown factors in FPGA implementation,

'For experiments in this paper, 50 FFs are enough, though.
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Figure 2. DUT board with Stratix I FPGA.
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Figure 3. Measured values and analytic estimates of proposed sensor.

the analytic estimates are correlated with the measurement
results. The stronger non-linearlity found in the measure-
ment results might come from the assumed delay expression
for CMOS gates, since it is not tailored for switches. Further
analysis for SoC implementation, in which more information
is available for the analysis, is one of our future works.
On the other hand, it should be noted that such unknown
factors are necessary to discuss the performance analytically,
but the usage of the proposed sensor itself does not need
such information, since a pre-characterized table between
Npasseqa and the voltage gives all the necessary information
for voltage sensing.

B. Voltage Measurement with Processor

We applied the proposed supply voltage sensor to sense
the voltage fluctuation in a processor running, and compared
the measurement result of the proposed sensor with that
of A/D converter on the DUT board (Fig. 2). For this
experiment, we used MIPS R3000 processor, which has five
pipeline stage (instruction fetch stage, instruction decode
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Figure 4. Measured supply voltage fluctuation without intentional noise.
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Figure 5. Measured supply voltage fluctuation with intentional noise.

stage, execution stage, memory stage and write back stage)
and the same sensor in the previous subsection. CRC32
program was executed on the processor. Given 1.0V as an
external supply voltage and 139.7 MHz as a clock frequency,
the voltage sensing result of Fig. 4 was obtained.

We next added a noise generator into the FPGA to inten-
tionally fluctuate power supply voltage. The noise generator
consists of 40,000 FFs. All the FFs are connected in series
like a shift register and an inverter is inserted between
every two FFs. With this structure, by inputting many 0/1
transitions into the noise generator, this noise generator
consumes large power and generates larger noise.

We measured the supply voltage in the same condition
with the previous experiment except for exercising the noise
generator. The noise was injected between 61118 and 61991
cycle as shown in Fig. 5. We can see that the proposed sensor
captures this intentional noise well. This kind of one-shot
noise is often found in mode transitions such as between
sleep and active modes, and the proposed sensor is helpful
to analyze such noise behaviors.

Moreover, when the intentional noise was injected, the
computation result of the processor was wrong. This means
that the noise made an electrical bug while the program
running For debugging, it is very important to know when
the electrical bug occurred, and the proposed sensor gives
hints on suspicious cycles having unexpectedly large noises.
In this example, the bug occurred between 61468 and
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61485 cycle, and in this duration, Branch Not Equal (BNE)
instruction was executed. In fact, TimeQuest Timing An-
alyzer, which is the tool for timing analysis in Quartusl
I software, reported that the a path activated by the BNE
instruction is included in the longest paths. While this is
a simple and illustrative example, the information provided
by the proposed sensor is helpful for localizing debugging
electrical bugs. Our future works include the integration of
the proposed sensor into the on-chip debugging structure
such as IFRA [16] or on-chip logic analyzer.

IV. CONCLUSION

In this work, we proposed a real-time supply voltage
sensor composed of delay elements and FFs. The proposed
sensor implemented on an FPGA attained a resolution of
about 29 mV and successfully sensed voltage fluctuation.
A test case of MIPS R3000 exemplified that the measured
supply voltage helps localize and debug electrical bugs.
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